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Featured Application

The integrated technological model developed for the Pompeii Archeological Park serves
as a pioneering application of IoT/IoE-based systems in the field of cultural heritage
management. This approach demonstrates how a large-scale archeological site can be
transformed into a smart, data-driven environment capable of ensuring security, safety,
enhancing conservation, and improving visitor experience. The framework, which in-
cludes real-time monitoring, predictive maintenance, and intelligent risk management, can
be adapted and replicated in other heritage contexts worldwide. It provides a scalable
and modular reference architecture for the protection and sustainable operation of com-
plex historical environments, especially those exposed to natural degradation and high
tourist flows.

Abstract

Pompeii is widely known for its tragic past. In 79 A.D., a massive eruption of Mount
Vesuvius buried the city and its inhabitants under volcanic ash. Lost for centuries, it was
rediscovered in 1748 when the Bourbon monarchs initiated excavations, marking the be-
ginning of systematic digs. Since then, Pompeii has gained worldwide recognition for its
archeological wonders. Despite centuries of looting and damage, it remains a breathtaking
site. With millions of visitors annually, the Pompeii Archeological Park is the one most
visited site in Italy. Managing such a vast and complex heritage site requires significant
effort to ensure both visitor safety and the preservation of its fragile structures. Accessibility
is also crucial, particularly for individuals with disabilities and staff responsible for site
management. To address these challenges, integrated systems and advanced technologies
like the Internet of Things/Everything (IoT/IoE) can provide innovative solutions. These
technologies connect people, smart devices (such as mobile terminals, sensors, and wear-
ables), and data to optimize security, safety, and site management. This paper presents a
security /safety IoT /IoE-based system for security, safety, management, and visitor services
at the Pompeii Archeological Park.

Keywords: internet of everything; IoE; internet of things; IoT; IoE/IoT integrated security
and safety system; IoE/IoT cultural heritage security and safety

1. Introduction

Managing a cultural heritage site as vast and complex as the Pompeii Archeological
Park [1-4] requires a dedicated commitment to ensuring security, safety, conservation, and
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accessibility. Special attention must be given to providing equal access for all individuals,
particularly those with disabilities, as well as to supporting the personnel responsible for
maintaining and overseeing the site’s daily operations. To achieve these objectives, the
implementation of integrated technological systems is essential [5,6].

Recent advancements in technology, such as the Internet of Things (IoT) and the
Internet of Everything (IoE), have introduced innovative solutions to improve the security,
monitoring, and management of heritage sites [7]. These smart systems enable the con-
nection of people, objects (such as mobile devices, intelligent sensors, and wearables), and
valuable data, facilitating a more efficient and responsive approach to site maintenance and
visitor experience enhancement. To effectively integrate these technologies into a structured
security and safety model, the development of an Integrated Multidisciplinary Model for
Security and Safety Management (IMMSSM) [8] tailored to the specific needs of Pompeii is
fundamental, starting with a proper risk assessment.

To this end, targeted initiatives such as the “Safety & Security for Pompeii Arche-
ological Park” and “Smart@Pompeii” projects have been launched. These interrelated
programs focus on implementing intelligent monitoring systems, improving emergency
response mechanisms, and optimizing resource allocation for the sustainable preservation
of the site. The primary aim of this work is to illustrate the functionalities and benefits of
the IoT/IoE integrated system, detailing the methodologies, results, and insights gained
from the study and implementation of an innovative communication network designed to
support security, safety, and overall site management at the Pompeii Archeological Park.
By leveraging cutting-edge technological advancements, Pompeii can continue to thrive as
one of the world’s most extraordinary cultural heritage sites while ensuring its long-term
preservation for future generations.

In the following sections, a general overview of the work carried out will be presented.
Given the extensive number of technological interventions that must be illustrated, it will
not be possible to delve into the details beyond a certain level of depth. The description
will therefore focus on providing a comprehensive yet high-level summary, highlighting
the main innovations, objectives, and outcomes achieved. Detailed technical specifications,
implementation procedures, and component-level analyses will be omitted or only briefly
mentioned to maintain clarity and ensure that the narrative remains accessible. This
approach is necessary to effectively convey the breadth and complexity of the initiatives
undertaken without overwhelming the reader with excessive technical minutiae.

Moreover, given the nature of the system, which is designed to ensure the protection
and safeguarding of a highly sensitive site, it is essential to adopt a cautious and responsible
approach to the dissemination of information. In particular, since this pertains to security,
the disclosure of specific technical details—such as the exact configuration of the subsys-
tems, the positioning and capabilities of surveillance devices, the detailed architecture of
the communication infrastructure, or the operating logic of control mechanisms—must be
strictly avoided. Revealing such information could unintentionally expose the system to
vulnerabilities or exploitation attempts, potentially compromising not only the effectiveness
of the protective measures in place but also the security of the site as a whole. For this
reason, only high-level descriptions and generalized concepts are provided in the docu-
mentation, in full compliance with the principles of security by design and confidentiality,
which are integral to the overall strategy for managing technological risk and resilience.

2. Pompeii Archeological Park

Pompeii [1-4] is internationally recognized for its tragic and catastrophic past, as in
the year 79 A.D., a violent and devastating eruption of Mount Vesuvius completely buried
the city along with its entire population under layers of volcanic ash and pumice. This
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natural disaster abruptly ended the lives of thousands of people and, at the same time,
preserved an extraordinary and unique testimony of Roman civilization frozen in time.
Centuries passed before the buried city saw the light again, and it was only in the year
1748 A.D., under the directive of the Bourbon monarchs, that official explorations began,
leading to the initial excavations. This marked the beginning of a fascinating and ongoing
journey into the past, gradually unveiling the wonders of Pompeii to the world. Pictures of
Pompeii Archeological Park are shown in Figures 1-4.
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Figure 1. (a) Partial view of the ancient city with the Vesuvius volcano in the back. (b) One of the
streets of the ancient city.

Figure 2. (a) Excavations of Pompeii with the Vesuvius volcano in the back. (b) Real view Map of
Pompeii Archeological Park.

Figure 3. (a) Forum. (b) Interior paintings of the Villa of Mysteries.
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Figure 4. (a) Gymnasium. (b) Interior of a Villa.

From the first stages of excavation, the site’s fame spread across the globe, captivating
scholars, artists, and curious travelers alike. The archeological remains of Pompeii offer
an unparalleled window into the daily life, customs, and artistic achievements of the
ancient Romans. However, despite the immense historical and artistic value of the city,
over the centuries, several valuable artifacts have been looted, removed, or subjected to the
wear of time. Nevertheless, Pompeii continues to astonish and inspire modern audiences
with its remarkable ruins and the gripping story of its tragic demise. Today, the Pompeii
Archeological Park attracts millions of visitors every year and stands as one of the most
visited cultural sites in Italy.

The uniqueness and sheer size of the archeological site contribute to its extraordinary
status, a fact officially recognized by UNESCO in 1997 when Pompeii was included in the
World Heritage List. The ruins of the city encompass an extensive variety of structures,
including private homes, public buildings, religious temples, intricate mosaics, vibrant
frescoes, and a network of well-preserved streets. The overwhelming sense of history
and artistry that permeates Pompeii, however, comes with significant challenges. The
preservation and management of such an immense site remain an ongoing struggle, as the
ruins are constantly exposed to the elements and the inevitable impact of tourism. Natural
factors such as material degradation, corrosion caused by atmospheric agents, and the
gradual erosion produced by rainfall pose persistent threats to the site’s integrity. Moreover,
the high number of visitors walking through the ancient streets and structures increases the
risk of wear and tear, making continuous conservation efforts indispensable. If not properly
addressed through diligent management and advanced protective measures, these factors
could cause significant and irreversible damage to the archeological remains.

The Pompeii Archeological Park extends across approximately 66 ha, with 33 ha open
to public visitation. The accessibility of different areas fluctuates depending on the ongoing
conservation and restoration activities as well as the flow of tourists. The uncovered
area of approximately 44 ha is systematically divided into nine regions and contains
an extensive and complex array of structures. Among the site’s components are about
3.2 km of defensive walls, 80 insulae (city blocks), around 1500 domus (private residences),
1200 square meters of floors, 242,000 square meters of masonry surfaces, 20,000 square
meters of plasters, 17,777 square meters of decorated surfaces, and 20,000 square meters of
roofing structures.

The Pompeii Archeological Park, in addition to its main site, encompasses a collection
of smaller archeological locations, commonly referred to as peripheral sites. These sites,
while being of lesser extent compared to the central ruins, hold significant historical and
cultural value. They are scattered across various locations, sometimes several kilometers
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away from the main area, and contribute to a broader understanding of the ancient civi-
lization that once thrived in the region. Despite their smaller scale, these peripheral sites
provide additional insights into the daily life, architecture, and social organization of the
time, making them an essential part of the overall archeological heritage of Pompeii.

Within this vast expanse, visitors can admire some of the most emblematic and well-
preserved spaces of ancient Pompeii. Among the most significant locations is the “Foro
Civile” (Public Forum), which once represented the social, political, and commercial hub
of the city. Another notable site is the Sanctuary of the Public Lares, a sacred place of
worship where today some of the casts of the victims of the volcanic disaster are displayed,
offering a poignant reminder of the human tragedy that unfolded in 79 A.D. The impressive
amphitheater of Pompeii, one of the oldest in the Roman world, could accommodate up to
12,000 spectators gathered to witness gladiatorial combats. Other significant landmarks
include the grand theater, the gymnasium, and several luxurious villas adorned with
exquisite frescoes and intricate mosaics. Photographs of these remarkable locations, which
have been preserved through the centuries, provide valuable insights into the grandeur
and sophistication of Roman urban life.

Even today, Pompeii continues to be a vibrant and culturally significant site, hosting
extraordinary events, exhibitions, and artistic performances within its historic setting. The
evocative nature of Pompeii has left a lasting impression on numerous distinguished artists,
writers, and intellectuals who have visited the ruins throughout history. Among them
are Wolfgang Amadeus Mozart, Johann Wolfgang von Goethe, and Stendhal, all of whom
found inspiration in the city’s remarkable blend of beauty and tragedy. The experience of
visiting Pompeii inevitably stirs emotions, immersing visitors in an environment that both
fascinates and educates while also provoking reflection on the fragility of human existence
in the face of natural forces.

3. Integrated Technology Systems in Cultural Heritage

Integrated technological systems have already been used for security and safety
management [5,6], even systems based on IoT/IoE [7].

Moreover, other technologies have been used in cultural heritage sites, including the
use of 10T, as illustrated in the following.

For example, three years of continuous environmental monitoring were conducted
at The Cloisters, the medieval branch of the Metropolitan Museum of Art in New York.
A wireless sensor platform, consisting of over 200 sensors strategically distributed across
five galleries, was employed to monitor temperature, airflow, and microclimatic variations.
The collected data, analyzed through both physics-based and statistical models, revealed a
remarkably stable environment within the galleries. The dense deployment of sensors al-
lowed for the detection of subtle, localized shifts in air quality and highlighted the influence
of visitor presence on microclimate dynamics. The high spatial and temporal resolution
of the data provides a valuable baseline for understanding the long-term effects of visitor
activity and building management practices on the preservation of the art collections [9].

Another similar case is represented by the use of 15 microclimate monitoring stations,
developed with open source hardware, within the Mosque-Cathedral of Cérdoba—a UN-
ESCO World Heritage Site recognized for its outstanding universal value. The aim was to
analyze the behavior of indoor temperature and humidity in relation to external weather
conditions, public visitation hours, and the site’s internal layout. Long-term tracking of
these variables is crucial for preserving the monument and for optimizing future conserva-
tion efforts by reducing associated costs. The monitoring results are presented to highlight
the effectiveness and practical benefits of the implemented system [10].
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Even distributed smart sensor networks have been deployed at cultural heritage
monuments across different areas. The presented system features smart IoT devices, known
as Smart Tags, specifically designed to capture environmental measurements in close
proximity to the monuments. It also incorporates a middleware layer to facilitate seamless
communication between devices and a visualization platform to display the collected data.
Particular attention is given to evaluating the NB-IoT connectivity and the power efficiency
of the Smart Tags through a series of tests, from which valuable insights are drawn [11].

RFID sensors have been developed and specifically designed to address environmental
monitoring challenges. These sensors operate by detecting changes in the properties of an
RFID tag that is coupled with a sensitive silver thin film exposed to ambient conditions. The
low-cost sensors can be read using a commercial RFID reader, providing information on
the environmental corrosivity index and indicating the presence of pollutants. Il particular,
they are focused on monitoring hydrogen sulfide (H;S) pollution within a facility dedicated
to the conservation and restoration of archeological and historical wooden artifacts. The
findings demonstrate the sensors’ capability to spatially map corrosivity levels within the
building, offering valuable insights for preventive conservation strategies [12].

Given the nature of cultural heritage tours at archeological sites, there is a strong need
to deliver a large amount of information both effectively and efficiently. From this point of
view, smart guide system specifically designed for outdoor archeological environments
tend to be very useful. While IoT technology has seen widespread adoption in archeological
sites, its applications have been primarily focused on monitoring and preserving the current
state of heritage assets. Consequently, research has been largely limited to conservation
efforts. To address this gap, the potential of expanding IoT applications into the field of
cultural heritage interpretation has been studied. As part of this approach, the cultural
value of heritage sites in Yangju, Korea, was analyzed, then assessed the existing methods
of heritage guidance at these locations, and proposed a smart guide system leveraging IoT
technologies. This system is expected to enhance visitor engagement [13].

Inspired by advancements in the Internet of Things (IoT), Artificial Intelligence (AI),
and 5G communications, the concept of the Internet of Cultural Things (IoCT) enables com-
prehensive interconnectivity between cultural products, services, resources, and platforms.
This emerging framework offers individuals a richer humanistic experience, enhances
economic returns for the cultural sector, and fosters the growth of cultural heritage preser-
vation and education. Currently, IoCT is attracting significant interest from both industry
and academia. From this point of view, it is possible to create proper platform architectures,
using IoCT components and core technologies, aimed at linking cultural assets, the Internet,
and human interaction [14].

To support the protection and preservation of cultural sites, advanced monitoring
systems equipped with sensors are often deployed in close proximity to the assets to gather
critical data. This information serves as the foundation for systems and processes dedicated
to safeguarding heritage structures. An interesting application is represented by the use of
acoustic sensors for the protection of cultural sites situated in both rural and urban settings,
utilizing an innovative data flow framework. It was developed and implemented Wireless
Acoustic Sensor Networks (WASNs) capable of recording ambient audio signals, which
are transmitted to a modular cloud-based platform. There, the data are processed using
a highly efficient deep learning algorithm to identify relevant audio sources specific to
each site, considering the materials and structural characteristics of the heritage assets. The
extracted audio information is then structured through a proper audio signal ontology and
integrated with spatiotemporal data using semantic rules, enhancing the interpretability
and contextualization of monitoring results such as vandalism, storms, etc. [15].
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Artificial Intelligence (Al) and Internet of Things (IoT) technologies, if properly in-
tegrated, can transform cultural heritage preservation. While IoT enables real-time air
quality and structural health monitoring, Al enhances data analysis, providing predictive
insights. The combination of IoT and Al facilitates proactive risk management, ensuring
more resilient conservation strategies. Innovative frameworks that leverage Heritage Build-
ing Information Modeling (H-BIM) and Digital Twin (DT) for continuous monitoring and
predictive maintenance through a multi-step process, beginning with the digitalization
of heritage assets using H-BIM, followed by the creation of real-time digital replicas via
DT, have been proposed. By integrating advanced technologies, the framework offers a
more adaptive and sustainable approach to preserving cultural heritage, addressing both
immediate threats and long-term vulnerabilities [16].

The application of computer science techniques, such as artificial intelligence (AI),
deep learning (DL), and computer vision (CV), to digital imagery offers significant potential
for monitoring and preserving cultural heritage (CH) sites. Various forms of deterioration—
such as weathering, mortar loss, joint damage, discoloration, erosion, surface cracking,
vegetation growth, seepage, and vandalism—threaten the structural integrity of heritage
assets over time. While numerous studies have demonstrated the use of Al for damage
detection in modern infrastructures like concrete buildings and bridges, relatively few
have applied these methods to quantify defects in cultural heritage structures. Moreover,
practical case studies showcasing the real-world application of Al in heritage conservation
remain limited. Thus, there is a pressing need to further explore Al-assisted visual inspec-
tion approaches for CH sites. These technologies can support inspection professionals by
enhancing the accuracy and reliability of damage assessments. Different techniques of
image-based damage assessment techniques, with a particular emphasis on the use of deep
learning methods for cultural heritage conservation, have been proposed, including several
case studies where Al tools complement traditional visual inspections, helping to advance
the preservation of historic structures [17].

Video surveillance can be used to realize a vision sensor to implement a dual-service
security system for museums. It consists of a system that offers the following two main
functions: object monitoring and invisible visual Multiple-Input Multiple-Output (MIMO)
communication. For object tracking, a Kalman filter algorithm is employed to predict
and monitor the position of items within the surveillance area. To enable covert visual
MIMO communication, an Adaptive Row-Column (ARC)-based Least Significant Bit (LSB)
substitution technique is combined with the Integer Wavelet Transform (IWT) method. Both
services are realized using standard electronic visual displays and existing surveillance
cameras, ensuring minimal infrastructure modification. The performance of the object
tracking system was assessed by comparing the actual object positions with the estimated
ones to determine accuracy. Likewise, the covert visual MIMO system’s performance
was evaluated at two stages as follows: imperceptibility was measured by analyzing the
differences between cover and stego images on the transmitter side, while reconstruction
accuracy was assessed by comparing original and decoded data images at the receiver side.
The proposed system achieves enhanced imperceptibility, higher accuracy, and greater
robustness compared to existing methods [18].

In recent decades, the need to protect and enhance cultural heritage structures (CHSs)
has become increasingly critical, given their unique value and their wide-ranging economic,
social, cultural, and environmental impacts. Structural Health Monitoring (SHM) and the
effective management of CHS are emerging as essential strategies to assess the current
state of conservation and structural integrity. Additionally, the data collected through
SHM systems play a crucial role in developing cost-effective and sustainable maintenance
plans, aligned with the core principles of historic preservation, such as minimal interven-
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tion. However, applying SHM to CHS presents greater challenges compared to modern
buildings, due to the uniqueness of each historic structure and the imperative to preserve
its architectural and historical authenticity. From this point of view, there are plenty of
traditional and advanced SHM techniques applied to cultural heritage structures. They
also include the use of fiber optic sensors, smart sensing materials, IoT-based SHM sys-
tems, and the integration of Building Information Modeling (BIM) technologies in heritage
conservation [19].

Also unmanned aerial vehicles (UAVs) have been used in a cultural heritage context.
For example, in utilizing deep learning techniques to detect looting activities at heritage
sites using optical imagery captured by UAVs, demonstrating that UAV optical data offer an
accessible and effective solution for authorities to monitor heritage sites and showcasing the
potential of deep learning to automate the detection of new damage. It also demonstrates
the broader implications of applying deep learning for the protection of cultural heritage
and explores how the approach could be enhanced with the integration of additional data
sources [20].

The use of UAVs also enables the detailed analysis of sites of cultural interest such
as the study made on Cala Castle in Huelva, a key medieval fortification rehabilitated
between 2003 and 2011 in Spain. A decade after its restoration, UAV-based 3D models and
photogrammetric surveys have been created to document both the site and its landscape
context. The analysis not only characterized the natural environment but also identified
historic structures that shaped the region. As a pilot project, the creation of this visual
database aims to support the conservation of heritage sites across the area, contributing to
a broader sustainable development strategy at the regional level [21].

Satellite-based monitoring of archeological sites has become common practice, demon-
strating its importance for conservation and preservation, especially when used in an
integrated way with other technologies [22].

In addition, a lot of other technologies have been applied to cultural heritage to date
to also ensure proper risk management [23].

The novelty of this paper is the presentation of a case study of a unique UNESCO
heritage site where the intensive use of innovative technology was carried out to create
an integrated security /safety IoT/IoE-based system for security, safety, management, and
visitor services at the Pompeii Archeological Park.

4. The Framework of the IoT/IoE-Based Integrated Technological System

The IoT/IoE Integrated Technological System Framework (IoT/IoE-ITSF) must be
capable of implementing and sustaining an Integrated Multidisciplinary Model for Security
and Safety Management (IMMSSM) [8] tailored to the unique and irreplaceable Pompeii
Archeological Park. This framework is designed to integrate diverse technological, struc-
tural, and operational aspects into a cohesive system that ensures the highest standards of
security, safety, and general site management. By employing a comprehensive multidis-
ciplinary approach, as illustrated in Figure 5, the IMMSSM guarantees that all essential
factors contributing to the proper administration and protection of the site are addressed
effectively, also thanks to a suitable risk assessment.
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Figure 5. Diagram of the Integrated Multidisciplinary Model for Security and Safety Management
(IMMSSM).

The successful implementation of the IMMSSM relies on the support of a well-designed
IoT/IoE-based Integrated Technological System Framework (ITSF), which facilitates all
necessary IMMSSM functions while maintaining an optimal balance between flexibility and
scalability. This advanced framework enables seamless modifications, ensuring that any
required changes in the IMMSSM can be translated into swift and cost-efficient adjustments
to the ITSF infrastructure. As a result, the overall efficiency and operational continuity
of the security and safety management system remain consistently high. The standard
architecture of the IoT/IoE-based ITSF is depicted in Figure 6, offering insights into the
structural composition and technological integration that define its functionality.

Due to the existing architectural constraints, careful planning is required when in-
stalling cables, sensors, and related equipment to avoid the interference or disruption of the
site’s aesthetic and historical integrity. Given the particular characteristics of the Pompeii
Archeological Park and the necessity of ensuring comprehensive security, safety, visitor
management, and conservation efforts, a highly reliable and robust IoT/IoE infrastructure
has been developed. This infrastructure is designed to function effectively in both routine
and critical conditions, providing essential monitoring, communication, and automation
capabilities to maintain the safety of the site.



Appl. Sci. 2025, 15, 7359 10 of 36
m
IoE Supervision, D fe @
Contral i
T Security
szﬁ:;;ym PerBonnel Radi Mobile Solenla
‘ ; ; adio
Server i ¥ Seclity Maintdnance | Mebile terminal bias ke modem
Intrusion Detection Systemy/| | Ferspnnel  Personnel stafion device
Antivitus Fixed Fided )
\ Consolle Con solle/
( SUPERVISION, CONTROL, SECURITY_ SAFETY wm‘éiﬁv'mﬁi W R
v [ ~ ter Cellular
by by ( Firewall/ modem
N B Intrusion
s al o Detection
1 —_— ke System/
l} = @ “é;‘"" P Antivirus
: on System
loT/IoE Field elements s ADSL
- modem
( PERSONNEL WIRED NETWORK ' 7 ! Q_Q
1 S
? lﬂ Firewall/ a8,

Personnel Personnel

Fixed Consolle Fixed Consolle

(ﬁ g B modem
Intrusion
Detection
‘ System/
D | Antivirus

(

VISITORS WIRED NETWORK

Personnel mobile terminals

! !
i

Visitors mobile terminals

? ? Fi : Il ADSE
(i (& . Kewa modem
IoE Visitors Intrusion
Services ﬁ Detection
Redundant System/
Server E\J Antivirus
Firewall/
Visitors mobile terminals \ |nfrsion iﬁ:ﬁ?:fs" Syt /‘

Figure 6. Framework of the IoT/IoE Integrated Technological System.

The primary objectives of the IoT /IoE-based ITSF, along with its integrated connections

and devices, are as follows:

Ensure the highest level of security and safety for visitors, site personnel, and both
physical and digital assets.

Maximize ease of use through advanced on-site and remote automated configuration
mechanisms.

Guarantee exceptional reliability, resilience, and adaptability in diverse operational
conditions.

Optimize energy consumption and promote sustainable power management strategies.
Reduce maintenance costs by implementing self-regulating and low-maintenance
components.

Offer a modular and expandable framework capable of integrating present and future
IoT/IoE advancements to streamline site management.

Provide the capability to seamlessly incorporate additional devices, sensors, or infras-
tructure elements into the IoT/IoE ITSF whenever needed.

The modular nature of the ITSF allows for continuous scalability, ensuring that new

technological advancements can be easily adopted to enhance the system’s effectiveness.

This adaptability is crucial in addressing evolving security, safety, conservation, and visitor

experience challenges at the archeological park.

The 10T /IoE-based ITSF has been designed through an interdisciplinary approach

that considers various human factors and psychological aspects related to security, safety,

emergency response, and risk perception among both personnel and visitors. Although the

full scope of these considerations cannot be detailed here due to space limitations, they play
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an integral role in shaping the framework’s design. By integrating both wired and wireless
communication technologies, the ITSF connects individuals (security, safety and mainte-
nance personnel, site managers, tourists, etc.), devices (sensors, monitoring equipment,
mobile terminals, wearable technology, etc.), and data/information/knowledge-processing
systems, fostering a highly responsive and adaptive ecosystem.

Each of these components is treated as an “IoT/IoE object” within the system, allowing
for seamless interaction and data exchange. The ITSF is designed to maintain real-time
communication with all connected IoT/IoE objects, providing instant alerts to relevant
personnel, including control room operators, law enforcement agencies, fire brigades, civil
protection units, and medical responders, in the event of hazardous or life-threatening
situations. These alerts can be transmitted through multiple communication channels,
ensuring rapid response and effective crisis management.

Beyond security and safety, the IoT/IoE-based ITSF supports additional functionali-
ties, such as environmental monitoring, data-driven predictive maintenance, and visitor
engagement services. By leveraging advanced data analytics, artificial intelligence, and
machine learning algorithms, the system enhances decision-making capabilities, anticipates
potential risks, and optimizes resource allocation. For example, automated environmental
monitoring can track humidity levels, temperature fluctuations, and pollution exposure,
allowing conservation specialists to take proactive measures to protect delicate frescoes,
structures, and artifacts from degradation.

Furthermore, the IoT /IoE-based ITSF facilitates seamless integration with innovative
technologies such as augmented reality (AR) and virtual reality (VR) applications, enabling
immersive educational experiences for visitors. These digital enhancements provide an
enriched understanding of the historical and cultural significance of Pompeii while ensuring
that security and preservation remain a top priority.

To ensure long-term sustainability, the IoT/IoE-based ITSF has been designed with
an emphasis on energy efficiency and eco-friendly operational strategies. This includes
incorporating renewable energy sources such as solar-powered sensors, energy-harvesting
technologies, and smart grid connectivity to minimize the environmental footprint of
the infrastructure. By reducing reliance on conventional power sources and optimiz-
ing energy consumption, the system contributes to the sustainable management of the
archeological park.

Additionally, the ITSF is fortified with advanced cybersecurity measures to pro-
tect against digital threats. A comprehensive suite of security protocols, including fire-
walls, intrusion detection systems, and anti-virus protection, is strategically implemented
within the communication network to safeguard against cyberattacks and unauthorized
access. These cybersecurity mechanisms are critical in preserving the integrity and relia-
bility of the ITSF, preventing potential disruptions that could compromise security and
operational efficiency.

The continuous evolution of the IoT /IoE-based ITSF ensures that Pompeii’s security,
safety, and management infrastructure remain at the forefront of technological innovation.
As new advancements emerge, the system’s modularity will allow seamless integration
of additional capabilities, further enhancing its ability to protect and sustain one of the
world’s most extraordinary archeological heritage sites. Through the intelligent application
of IoT/IoE technologies, Pompeii can maintain its status as a globally significant cultural
landmark while ensuring the long-term preservation of its invaluable historical treasures
for generations to come.
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5. The Implemented Technologies and the IoT/IoE-Based Integrated
Technological System

The technologies that have been implemented, along with the integrated system
based on the Internet of Things (IoT) and the Internet of Everything (IoE), are the result of
extensive development and deployment efforts carried out through the following two major
and interrelated projects: Smart@Pompeii and Safety&Security of the Archeological Park of
Pompeii (PAP). These initiatives were designed not only to introduce digital innovation to
one of the world’s most important archeological sites but also to set a benchmark for the
application of cutting-edge technologies in the cultural heritage sector.

The Smart@Pompeii project, launched in 2015, marked a turning point in the digital
transformation of archeological areas. Its primary objective was to create a “smart” archeo-
logical site by integrating advanced technologies with an IoT /IoE-based system capable
of monitoring, managing, and enhancing various aspects of the park. This included envi-
ronmental monitoring, visitor flows, structural health of ruins, and energy efficiency. The
ultimate aim was to provide a holistic and data-driven management approach to the Arche-
ological Park of Pompeii (PAP), enabling more efficient operations, better preservation
strategies, and an improved experience for visitors. By doing so, Smart@Pompeii posi-
tioned itself as the first large-scale implementation of a smart archeological park, blending
the ancient world with modern technological innovation in an unprecedented way.

Following and complementing the Smart@Pompeii initiative, the Safety&Security
project, initiated in 2018, was conceived with the specific purpose of enhancing the levels
of safety and security across the entire archeological area. This project also made use of
an integrated loT/IoE framework, expanding upon the existing infrastructure established
by Smart@Pompeii. It introduced a wide array of smart surveillance systems, intelligent
access controls, real-time risk monitoring, emergency response solutions, and predictive
maintenance systems, all designed to protect both the cultural assets and the visitors of the
site. The Safety&Security project addressed new and emerging challenges related to public
safety, site protection, and digital risk management in heritage environments.

These two projects are closely interconnected and mutually reinforcing. Smart@Pompeii
laid the technological foundation and conceptual framework for a smart, data-centric
site management system, while Safety&Security extended this vision into the realm of
protection, resilience, and operational continuity. Together, they form a comprehensive
and unified digital ecosystem within the PAP; one that is capable of adapting to future
challenges and continuously evolving through new technological advancements. Their
integration represents a model for future initiatives aiming to apply digital transformation
strategies to cultural heritage and archeological preservation on a global scale.

Extensive use was made of components and devices characterized by high reliability,
in order to ensure, together with the adoption of robust and resilient system architectures,
the high overall reliability of the entire integrated system, as further illustrated in the
following section dedicated to the results obtained.

Moreover, all components, devices, subsystems, etc., are powered by independent
and autonomous energy sources, separate from the main power grid supply (including the
use of green energy sources, as detailed below), in order to ensure the high reliability and
resilience of the power supply and, consequently, of the entire integrated system.

6. Development Methodology
The development methodology was structured into the following phases:
1.  Preliminary analysis, consisting of the following:

e  Analysis and definition of the most suitable Integrated Multidisciplinary Model
for Security and Safety Management (IMMSSM) for the specific context.
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e Risk analysis, aimed at identifying and assessing all present risks.

e  Needs analysis, including the identification of desired functionalities and ser-
vices.

e  Analysis, identification, and definition of subsystems and technologies to be
adopted in accordance with the outcomes of the previous points.

e  Analysis and identification of the most suitable network infrastructure to meet
the requirements and needs emerging from the preceding steps.

e  Analysis, identification, and definition of security and safety policies and proce-
dures, taking into account the previous points, including the design of a security
procedure management system.

e  Analysis, identification, and definition of a training program for the involved
personnel.

e  Analysis and definition of residual risks based on the previous assessments.

e Analysis, identification, and definition of an emergency management system,
considering the results of the previous analyses.

e  Analysis, identification, and definition of a service continuity system, in line with
the outcomes of the previous phases.

e  Analysis, identification, and definition of a disaster recovery system, based on
the prior evaluations.

2. Design phase, consisting of the following:

e  Design of the telecommunication infrastructure.
e  Design of the subsystems.

3. Implementation phase, consisting of the following:

e Implementation of the telecommunication infrastructure.
e Implementation of the subsystems.

4.  Testing phase, consisting of the following;:

o  Testing of the telecommunication infrastructure.
o  Testing of the subsystems.

5. Operation, maintenance, and evolution of the systems, technologies, and the
IMMSSM.

As for the implementation phase, the corresponding timeline was carefully designed
to account for the specific requirements of the subsystems’ deployment. In this regard, the
telecommunications infrastructure—which required considerable time due to the site’s com-
plexity and extent—was organized in such a way that each of its parts could be promptly
activated to support the operation of subsystems as they were completed according to
varying timelines.

The authors carried out all activities related to the preliminary analysis, developed
the design of the system along with all its subsystems and components, supervised and
coordinated the implementation phases, conducted system testing, and continue to oversee
and coordinate the management, maintenance, and evolution of the systems, technologies,
and the IMMSSM, in line with a continuous improvement cycle based on the Plan-Do-
Check-Act (PDCA) model.

7. The Telecommunication System

The telecommunication system constitutes the backbone of the entire integrated in-
frastructure that has been implemented. Since it plays a central and strategic role—serving
as the foundation for all other technological components—a dedicated section is provided
to describe it before introducing the other elements of the ITSF, also taking into account the
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challenges of implementing an efficient and distributed telecommunication infrastructure
in a unique context such as the Pompeii Archeological Park.

This system has been designed to incorporate both wired and wireless communi-
cation modalities, ensuring broad coverage, flexibility, and resilience throughout the
Archeological Park.

In regard to the wired network, a redundant dual-fiber optic ring has been imple-
mented for each group of users/functionalities (supervision, control, security, and safety;
personnel; and visitors). This high-capacity fiber ring follows multiple independent physi-
cal paths along the perimeter of the park, and it is specifically designed to ensure maximum
reliability, fault tolerance, and continuous service availability. This ring-based topology
significantly enhances the resilience of the fixed communication infrastructure, allowing for
the automatic rerouting of data in the event of a failure along one segment of the network.

Single-mode optical fiber was used, as it is capable of ensuring higher transmission
speeds compared to multi-mode fiber. In addition, network devices were employed that
allow speeds of approximately 10 Gb/s, while the fiber itself can potentially support even
higher speeds. This approach ensures that, should bandwidth requirements increase in
the future, it will be sufficient to upgrade the network devices, thereby guaranteeing the
modularity and expandability of the entire system.

From this fiber-optic backbone, a series of strategically located communication nodes
have been deployed. These nodes serve as local hubs, distributing data and connectivity
services to nearby devices and subsystems within the park. These include IoT sensors,
video surveillance cameras, access points, environmental monitoring systems, and other
operational endpoints. Given the inherent complexity of the archeological environment,
and the constraints posed by the historical and cultural sensitivity of the site, a custom
genetic algorithm [24-26] was employed. This algorithm was specifically developed to
optimize the positioning of the communication nodes, taking into account both physical
constraints and the efficient distribution of electrical power to field devices. Through the
use of this evolutionary algorithm, the design team was able to maximize performance and
coverage while simultaneously minimizing costs, achieving an excellent cost-benefit ratio
in the deployment of the wired infrastructure.

The scheme of the wired telecommunication infrastructures is shown in Figure 7.

Regarding the wireless communication network, a robust infrastructure based on
Digital Mobile Radio (DMR) technology has been deployed. This wireless system not only
provides comprehensive coverage within the central archeological area but also extends to
the remote peripheral sites that are part of the broader archeological network. Deploying
such a system in a historically and architecturally sensitive site posed a number of chal-
lenges, including strict limitations on structural modifications, visibility, and environmental
impact. To overcome these challenges, another tailored genetic algorithm [6,25,26] was used
to identify the optimal locations for the DMR base stations and repeaters. This solution
ensured seamless communication coverage and high-quality service, once again optimizing
the cost-effectiveness of the deployment.
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Figure 7. Scheme of the wired telecommunication infrastructure.

The DMR system enables all security personnel to remain in constant communica-
tion with each other, regardless of their location within the park. It supports the use of
smart handheld terminals equipped with interactive displays and processing capabilities,
allowing staff to access critical information and system functionalities in real time. This
ensures a coordinated, informed, and efficient response to any situation. Furthermore,
the DMR network is designed to be interoperable with the regional civil protection and
security infrastructure, making it possible to integrate into a unified response network
during large-scale emergencies or critical events.

In addition to the wired and DMR-based systems, a dedicated Wi-Fi communication
infrastructure has also been established. This network is intended to provide high-speed
wireless connectivity not only for internal operational needs but also for visitors and staff,
enhancing both user experience and internal communication. As with the other network
components, the design and deployment of the Wi-Fi system had to take into consideration
the environmental and cultural constraints of the archeological context. To address this, a
proper genetic algorithm [7,25,26] was applied to identify optimal access point placement
and network configuration. This resulted in an infrastructure that delivers broad and
reliable coverage while minimizing visual and structural impact, once again achieving
optimal performance and efficiency in terms of cost-benefit.

Overall, the telecommunication infrastructure—composed of the fiber optic backbone,
DMR system, and Wi-Fi network—represents a state-of-the-art technological ecosystem,
carefully designed and implemented to operate within a highly delicate historical environ-
ment. It supports not only daily operational needs and security and safety management
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but also offers the scalability and flexibility required for future expansion and integration
with evolving digital services.

Great attention has been given to service continuity and disaster recovery aspects,
both for this component of the project and for all other components.

8. The Video Surveillance and Security Systems

The existing video surveillance system has undergone a significant upgrade and
expansion, aimed at enhancing the overall security of both the outer perimeter and various
internal zones of the monitored area. This enhancement involved the strategic deployment
of a wide range of advanced cameras, selected based on the specific requirements of each
surveillance zone, to ensure comprehensive and uninterrupted monitoring under a variety
of environmental and operational conditions.

The types of surveillance cameras integrated into the system include the following:

e High-resolution bullet cameras (4K resolution): These are primarily installed to pro-
vide detailed and continuous surveillance of the site’s perimeter, the main access roads,
and various internal routes and sensitive zones. Their extended range and fixed focus
make them ideal for linear coverage and the clear identification of movement across
designated boundaries.

e PTZ dome cameras (Pan-Tilt-Zoom): These cameras are designed to rotate horizontally
and vertically, as well as zoom in on specific areas or individuals. They are strategically
positioned in larger open spaces, at entrance points, and in locations of high tourist
or public concentration. Their versatility allows security personnel to dynamically
monitor areas that require active scanning and real-time focus.

e Thermal and infrared cameras: Specifically utilized for night-time monitoring or in
scenarios where visibility is poor—such as during fog, smoke, or darkness—these
cameras are also essential for early fire detection. By identifying heat sources and
changes in temperature patterns, they serve as a crucial component for emergency
preparedness and incident prevention.

e Al-powered analytical cameras: Equipped with advanced video analytics capabilities,
these cameras utilize artificial intelligence algorithms to automatically detect and flag
anomalous or suspicious behavior. This includes—but is not limited to—unauthorized
intrusions, vandalism, theft, the abandonment of objects, and the formation of unusual
gatherings. These features drastically reduce the time required for human operators to
identify threats and allow for faster decision making.

e  Miniature and covert cameras: Discreetly installed in high-sensitivity areas, these
small and visually unobtrusive devices are selected for their ability to blend into the
environment while still providing high-quality surveillance. Their design ensures that
they do not interfere with the visual or architectural harmony of the monitored zones,
especially in culturally or historically sensitive locations.

Due to the unique structural and spatial constraints of the site, a custom genetic
algorithm [7,25,26] was used to optimize both the quantity and the spatial distribution of
the cameras. This algorithm allows for an ideal balance between surveillance coverage
and investment efficiency, ensuring that resources are allocated intelligently to maximize
cost-benefit outcomes while maintaining high levels of security performance.

The video surveillance system has been further strengthened by the integration of
Unmanned Aerial Vehicles (UAVs), ensuring the constant availability of a remote monitor-
ing capability. This enhancement allows security and safety teams to benefit from rapid,
efficient, and highly effective aerial surveillance, significantly improving the overall safety
of the monitored area while minimizing potential risks.
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UAVs, commonly referred to as drones, provide a unique advantage by offering a
flexible and dynamic “eye in the sky” that can be quickly deployed whenever needed.
Equipped with high-definition cameras, thermal imaging sensors, and other advanced
technologies, UAVs can capture detailed real-time visual and environmental data from a
wide range of altitudes and angles. This capability is particularly valuable for covering
large, complex, or difficult-to-access areas where fixed surveillance cameras may have blind
spots or limitations.

In addition to routine patrol missions, UAVs can be programmed for automated
surveillance routes or manually piloted for targeted investigations, such as monitoring
sensitive zones, responding to specific security alerts, or inspecting building for signs
of damage or intrusion. Their rapid deployment ability ensures that security and safety
operators can react almost instantaneously to emerging threats, enhancing response times
and reducing the likelihood of escalation.

Moreover, the integration of UAVs into the surveillance supports proactive risk man-
agement. By gathering aerial imagery and data, the system enables predictive analysis,
early threat detection, and strategic planning for incident prevention. The visual infor-
mation collected can also be archived and analyzed over time to identify patterns, assess
vulnerabilities, and improve long-term security strategies.

The use of UAVs additionally reduces the risks faced by security and safety personnel,
allowing hazardous areas to be inspected remotely without exposing staff to potential
danger. In critical situations such as emergency evacuations, natural disasters, or security
breaches, UAVs can provide immediate situational awareness, guiding both decision-
making and operational actions.

In conclusion, the inclusion of UAVs within the video surveillance system repre-
sents a transformative advancement, combining technological innovation with oper-
ational excellence to deliver a higher level of protection, efficiency, and resilience in
security management.

All camera feeds are transmitted through the data communication infrastructure,
which channels the video streams to several important destinations as follows: the Control
Room, the Data Center, and various Area Security Checkpoints distributed across the
monitored area. These key hubs are responsible for real-time monitoring and incident
response coordination, and they will be described in more detail in the subsequent sections.

In particular, the video streams directed to the Data Center are securely stored using
redundant servers—both on-site and in cloud environments—to ensure data integrity
and availability. These video feeds are then processed using a sophisticated Al-driven
video analytics system, which continuously scans the footage for indicators of critical or
suspicious situations. The system is capable of identifying and alerting staff to events such
as thefts, vandalism, aggressive behavior, panic situations, and other emergencies.

Further, proper intrusion detection sensors have been installed in all the necessary
areas to be protected by this kind of devices.

Upon the detection of a potential threat, the system immediately notifies security
personnel via the central Control Room and the relevant Area Security Checkpoints. This
rapid alert mechanism enables swift intervention and ensures that appropriate measures
can be taken to manage and neutralize the situation effectively and efficiently, minimizing
risk to individuals and property.

9. The Control Room and the Area Security Checkpoints

A brand-new Control Room has been developed and implemented to host and man-
age all processing and monitoring equipment that comprise the integrated technological
infrastructure. These two core facilities serve as the operational and analytical backbone
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of the entire surveillance and security and safety ecosystem, ensuring that all activities
related to monitoring, data management, and response coordination are carried out in an
optimized and centralized manner.

The design and construction of these facilities were driven by the imperative to achieve
high energy efficiency. Particular attention was paid to minimizing power consumption
through the adoption of cutting-edge technologies, smart power management systems, and
the integration of alternative energy sources, such as solar and renewable systems, where
possible. This approach reflects a strong commitment to sustainability and environmental
responsibility while ensuring uninterrupted operation and system resilience.

The Control Room itself is equipped with a sophisticated video wall panel, consisting
of multiple high-definition, high-performance monitors arranged to provide operators with
a panoramic and detailed real-time view of all surveillance zones. This immersive setup
allows security staff to maintain constant visual control over both the central site and all
associated peripheral locations. Dedicated operator workstations are ergonomically de-
signed and fully equipped with communication and control interfaces, enabling personnel
to perform continuous 24 /7 monitoring and response operations throughout the entire
year, without interruption.

A dedicated technical section within the Control Room is reserved for system in-
frastructure technicians. This specialized area is staffed by professionals responsible for
overseeing the operation of all IT, network, and hardware components. Their role includes
real-time supervision, diagnostics, and the execution of both routine and emergency main-
tenance tasks. This structural separation of duties ensures that while security operators
focus on surveillance and incident response, technical personnel remain fully engaged in
preserving the operational integrity and reliability of the system at a deeper level. This
dual-layered approach is essential for guaranteeing maximum system availability, fault
tolerance, and overall technological resilience.

In addition to the central control infrastructure, a series of Area Security Checkpoints
(ASCPs) have also been established, both within the central facility (including all primary
access points and internal zones) and across various remote satellite locations. These field-
based stations are manned by on-site security personnel who have direct visual access to
the video feeds and system alerts relevant to their designated areas. This physical presence
in the field empowers them to respond rapidly and efficiently to any emerging critical
event, ensuring immediate intervention capabilities. Furthermore, these local operators
remain in constant communication with the main Control Room, enabling coordinated
action, real-time status updates, and access to supervisory guidance when dealing with
complex or escalated situations.

All operations within this advanced environment follow a comprehensive set of
standard operating procedures (SOPs), developed under a structured and continuously
improving security procedure management system. This system is built upon the PDCA
(Plan, Do, Check, Act) methodology, which supports the iterative improvement and strate-
gic refinement of all internal processes. By adhering to this model, the organization ensures
that every component of its technological and operational framework operates at max-
imum efficiency and effectiveness, aligning with best practices in critical infrastructure
management and modern security governance.

10. The Data Center and the Artificial Intelligence Engine

To further reinforce the system'’s robustness, a state-of-the-art Data Center was con-
structed as an integral part of the facility. This center was specifically designed to safely
host all essential components of the integrated technological ecosystem—including servers,
data storage units, networking equipment, and analytical platforms. The infrastructure
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was engineered to meet rigorous standards of physical and digital security, ensuring data
protection and system durability under all operating conditions. The Data Center is contin-
uously monitored by the technical personnel stationed in the Control Room’s infrastructure
section, allowing for ongoing performance assessments and proactive maintenance to
prevent failures or service interruptions.

The operative scheme of the Control Room, Data Center, and Area Security Check-
points is shown in Figure 8.

Control Room

Area Security
Checkpoin

Area Security

Figure 8. Operative scheme of the Control Room, Data Center and Area Security Checkpoints.

The computing power of the Data Center plays a pivotal role in enabling and sustain-
ing the high-performance features of the integrated technological system deployed across
the archeological site. Among these capabilities, particular emphasis is placed on those that
rely on Artificial Intelligence (AI), which require not only considerable processing capacity
but also robust, scalable, and resilient infrastructure.

Indeed, the Data Center acts as the central processing hub where all data streams—
originating from a vast and heterogeneous network of sensors, monitoring devices, un-
manned systems, mobile terminals, and communication platforms—are collected, syn-
chronized, and analyzed in real time. These data sources include environmental and
microclimatic sensors, structural health monitoring devices, visitor tracking systems, video
surveillance cameras, access control terminals, crowd behavior detectors, etc. The aggre-
gated data volume is substantial, both in velocity and in variety, necessitating a dedicated
architecture capable of supporting continuous high-throughput operations.

At the core of this architecture lies a suite of AI modules, which represents the Al
engine, specifically designed and optimized to process the incoming data through advanced
algorithms such as machine learning, deep learning, pattern recognition, anomaly detection,
and predictive analytics. These intelligent components are responsible for translating raw
sensor data into actionable insights and automated responses. For example, Al routines
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continuously evaluate structural integrity indicators to identify early warning signs of
damage or degradation. Other models interpret video feeds to detect unusual movements,
unauthorized access attempts, or potentially hazardous behaviors.

Furthermore, Al contributes to the overall operational efficiency of the site by manag-
ing a wide range of ordinary processes, such as environmental regulation, energy consump-
tion balancing, personnel scheduling, incident reporting, etc. It also plays a crucial role in
coordinating emergency procedures by fusing data from multiple inputs and triggering
preconfigured security and safety protocols in response to specific conditions or threats.

Thanks to the high-performance computing capabilities of the Data Center, these
Al-driven processes can operate with low latency and high reliability, ensuring real-time
situational awareness and rapid decision-making support. The system’s modularity and
elasticity also allow for the seamless integration of future functionalities and the gradual
incorporation of new data sources or analytical tools. Ultimately, this intelligent, data-
centric infrastructure serves as the operational backbone for enhancing security and safety,
improving conservation strategies, and streamlining the daily management of a complex
and dynamic cultural heritage environment.

The project has devoted careful attention to principles of green computing—a set of
practices aimed at reducing the environmental impact of IT infrastructure. In this regard,
the systems and hardware deployed on site have been selected based on energy efficiency
criteria, and the computational facilities—including servers, data processing units, and
monitoring terminals—are hosted in structures powered by renewable energy sources.
These structures have been engineered to optimize airflow, cooling, and power distribution,
minimizing waste and ensuring that energy consumption is kept to a minimum even
during peak processing loads.

Green computing does not only refer to hardware or power sources, but it also encom-
passes software-level optimizations, such as energy-aware algorithms, adaptive computing
loads, and the intelligent scheduling of processing tasks during periods of lower environ-
mental stress (e.g., cooler night-time hours). This contributes to a substantial reduction
in the overall carbon footprint, aligning with the broader sustainability objectives of the
project and complying with national and European environmental directives related to
energy use and climate impact.

The data center has been strategically and efficiently integrated with cloud infrastruc-
ture to fully leverage the advantages offered by cloud-based operations. This integration
enables the execution of all tasks and processes that are technically and operationally
suitable for cloud environments, such as scalable computing, automated deployments, and
resource optimization. Moreover, the cloud connection ensures a secure and continuous
backup of critical data and applications, safeguarding the integrity and availability of
essential information. Particular attention has been devoted to implementing high stan-
dards of service continuity, so that operations remain stable and uninterrupted even in
the event of local system failures or hardware issues. In addition, comprehensive disaster
recovery mechanisms have been put in place, including multi-region redundancy, failover
procedures, and regular validation of recovery plans, to guarantee the rapid restoration
of services with minimal downtime and data loss. This hybrid approach combines the
performance and control of on-premises infrastructure with the flexibility, resilience, and
scalability of cloud computing, resulting in a robust and future-ready IT environment.

11. The Monitoring Systems

The set of projects that have been developed as part of this comprehensive initiative
encompasses a wide array of advanced systems and technologies aimed at the continuous,
multi-dimensional monitoring and management of the site and its surrounding environ-



Appl. Sci. 2025, 15, 7359

21 of 36

ment. These include structural monitoring systems designed to track the integrity and
behavior of buildings and archeological structures over time, as well as microclimatic and
environmental monitoring networks that collect data on temperature, humidity, air quality,
and other critical parameters that influence the preservation of cultural assets.

In addition, the system uses the features of the sophisticated and integrated video
surveillance infrastructure, augmented by the strategic deployment of unmanned aerial
vehicles (UAVs) and the utilization of high-resolution satellite imagery and remote sensing
data. These tools collectively allow for the acquisition of a vast and diverse dataset that
encompasses structural, topographic, atmospheric, and human activity-related information.
This comprehensive and multi-source data acquisition strategy is essential for capturing
both the static and dynamic aspects of the site’s conditions, ensuring the ability to respond
not only to long-term trends but also to sudden, critical events in real time.

The collected data, once acquired, is subjected to in-depth analysis using both tra-
ditional computational models and real-time data processing algorithms. This enables
operators and researchers to gain timely and actionable insights into a wide range of issues,
from routine operational management to the handling of emergency situations. Of particu-
lar importance is the capacity to monitor and address phenomena related to climate change,
such as the increased frequency of extreme weather events, temperature anomalies, rising
humidity, and soil instability, all of which can pose significant risks to cultural heritage sites.
By effectively integrating all these data sources and analytical tools, the system greatly
enhances the risk management capabilities of the considered site, enabling more effective
planning, mitigation, and emergency response strategies.

Crucially, this risk management capability is not confined solely to the core archeolog-
ical site, but it is also extended to encompass a broader geographic scope, including the
so-called peripheral sites, as well as the wider surrounding territorial context. This expan-
sion ensures a more holistic approach to site management and conservation, recognizing
that environmental, climatic, and anthropogenic pressures do not respect administrative
boundaries and must be addressed through integrated, multi-scale strategies.

Within the broader framework of the Smart@Pompeii development initiative, a key
element has been the integration of satellite data derived from internationally recognized
Earth Observation programs, specifically, the European Copernicus program and Italy’s
COSMO-SkyMed satellite constellation. The Copernicus Earth Observation Program,
coordinated by the European Commission in collaboration with the European Space Agency
(ESA), provides high-quality, timely, and freely accessible data and services. These include
land surface monitoring, atmospheric composition analysis, climate change indicators,
and emergency management tools. In the context of site preservation, security, and safety,
Copernicus delivers accurate insights into land use changes, vegetation health, urban
development pressures, and potential natural hazards, supporting informed decision
making across a broad spectrum of disciplines.

The COSMO-SkyMed (Constellation of Small Satellites for Mediterranean basin Obser-
vation), developed by the Italian Space Agency (ASI) and the Italian Ministry of Defense,
is a dual-use (civil and military) satellite system composed of radar imaging satellites
capable of capturing high-resolution images under all weather conditions, day and night.
In the field of Cultural Heritage, COSMO-SkyMed plays a crucial role by continuously
observing monuments, archeological areas, historic buildings, and cultural landscapes
in both Italy and around the world. Through repeat satellite passes and interferometric
analysis, it is possible to detect and track temporal changes, such as subsidence, structural
deformation, unauthorized construction, and environmental degradation, offering early
warning capabilities and valuable long-term trend data.
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The integration of these satellite data sources into the overarching Smart Mapping
Interface (SMI) component—described in detail in the following sections—enables a highly
advanced form of spatiotemporal monitoring. With this interface, users can not only vi-
sualize but also predict the evolution over time of numerous complex and interrelated
phenomena. These include, but are not limited to, the stability of soils and archeolog-
ical structures, ongoing structural deformations, hydrogeological risks, anthropogenic
pressures (such as illegal excavation or unauthorized access), the proliferation of weed
vegetation, and the presence and diffusion of airborne or surface-level pollutants, which
may negatively impact exposed heritage materials and surfaces.

To support this vast and multi-faceted ecosystem, a powerful artificial intelligence
(Al) engine has been developed and deployed. This Al system is underpinned by a
variety of advanced technologies and methodologies, including Big Data analysis, video
analytics, data mining techniques, and in some cases, blockchain-based data certification
and traceability. These tools enable the system to perform predictive analytics across a wide
range of parameters and threat vectors. For example, the Al engine can identify patterns
that precede environmental deterioration, detect subtle changes in vegetation that signal
underground anomalies, or correlate climate data with structural stresses, thereby helping
experts anticipate critical situations before they manifest visibly.

In this way, the technological platform not only serves as a real-time monitoring and
management system, but it also evolves into a proactive and preventive decision-support
tool, contributing to the preservation, security, and sustainable management of one of the
world’s most valuable archeological and cultural heritage areas.

12. The New Technologies for Renewable Energies, Lighting,
and Communications

As part of the Smart@Pompeii initiative, significant emphasis was placed on the
incorporation of renewable energy technologies with the goal of promoting environmen-
tal sustainability, energy autonomy, and technological innovation in the context of high
historical and cultural value applications. In this way, not only was green energy prop-
erly utilized—enhancing the system’s reliability and resilience from this perspective—
but innovative components were also introduced, significantly contributing to the
IoT/IoE functionalities.

One of the most innovative and symbolic interventions involved the installation of
photovoltaic roof tiles, a solution specifically chosen for its ability to seamlessly integrate
into the delicate architectural and aesthetic context of the archeological site, particularly
during restoration activities on the ancient domus. These specialized photovoltaic elements
have been designed to replicate the appearance and texture of traditional Roman roofing
materials, ensuring full compatibility with the visual identity of the structures, while also
delivering the functionality of modern solar energy generation.

The use of these solar roof tiles made it possible to establish localized energy produc-
tion systems, effectively creating autonomous “green energy islands” within the archeolog-
ical site. This decentralized approach to energy generation is particularly advantageous in
an environment like Pompeii, where the underground infrastructure cannot be easily or
extensively modified, and where the installation of conventional electrical cabling poses
logistical challenges as well as potential risks to the integrity of ancient remains. Adopting
a micro-grid model, these localized power systems are capable of supplying electricity to
specific restoration zones, monitoring stations, and digital infrastructure nodes, without
the need for invasive installation methods.

Moreover, the photovoltaic tiles contribute not only to energy production but also to
the preservation of the architectural heritage. By serving as protective elements against rain,
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wind, and UV radiation, they help mitigate the effects of weathering on the reconstructed
domus. In this way, the intervention supports a dual objective as follows: fostering
environmental sustainability and enhancing the physical protection and conservation of
ancient structures.

To complement this sustainable energy strategy, the Smart@Pompeii project also
introduced a highly innovative communication infrastructure based on Li-Fi (Light Fi-
delity) technology. Unlike traditional Wi-Fi systems, which rely on radio waves, Li-Fi
employs modulated LED lighting to transmit data at extremely high speeds, enabling
ultra-broadband communication through light pulses that are imperceptible to the human
eye. This technology has been implemented across various areas of the site and is in the
process of further expansion to reach new sections.

Li-Fi offers multiple advantages in the context of a cultural heritage site. Firstly, it
allows for the provision of high-speed Internet connectivity in areas where electromagnetic
interference needs to be minimized or where the use of radio frequency-based networks
is either not feasible or not permitted due to conservation constraints. Secondly, the LED
lighting fixtures used in the system have been carefully selected to feature low emission
levels in the blue light spectrum, which is known to be particularly harmful to ancient
frescoes, pigments, and organic materials. By reducing blue light exposure, the Li-Fi
infrastructure not only provides digital connectivity but also contributes to the long-term
protection of fragile archeological artworks and surfaces.

In any case, the integrated technological system has been equipped with the advanced
functionalities typically found in Building Management Systems (BMS), tailored specif-
ically to support the diverse operational needs of the archeological park. This includes
the centralized and automated management of various infrastructure components such as
climate control (temperature and humidity), lighting systems adapted to the conservation
requirements of archeological artifacts, energy optimization processes to reduce environ-
mental impact, and the monitoring of structural and environmental conditions critical to
heritage preservation. The BMS functionalities also enable remote access and real-time
diagnostics, allowing facility managers and technical staff to intervene promptly in case of
anomalies or emergencies.

Altogether, these interventions—spanning renewable energy generation, energy-
efficient communication systems, and sustainable computing infrastructure—represent a
forward-thinking model of how advanced technologies can be harmonized with the needs
of heritage conservation. They showcase the possibility of transforming an archeological
site not only into a place of historical memory and cultural significance but also into a
living laboratory for environmental innovation, where the past and the future meet through
responsible and intelligent design.

13. The Security Check-In

All entry points to the site have been fully equipped with advanced security tech-
nologies, including walk-through metal detectors and X-ray baggage scanning systems,
ensuring that every individual and item entering the premises is thoroughly screened.
These technological systems are complemented by the presence of trained security person-
nel, who are responsible for conducting manual inspections when necessary, supervising
the screening operations, and maintaining situational awareness at all times.

This comprehensive security setup has been implemented with the primary objective
of enhancing the overall security, safety, and protection of the site, particularly in light
of the need to safeguard both visitors and staff, as well as the invaluable cultural and
historical assets contained within. By integrating human oversight with sophisticated
detection technologies, the system significantly reduces the likelihood of unauthorized
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or dangerous items being brought into the area, including weapons, explosives, or other
prohibited materials.

Among the many advantages of this system, there is a notable improvement in incident
prevention, allowing potential threats to be identified and neutralized before they can
escalate. Additionally, the presence of visible and active security measures serves as
a deterrent to malicious behavior, helping to maintain a calm, orderly, and respectful
atmosphere within the site.

From a visitor’s perspective, this level of security provides a greater sense of reas-
surance and peace of mind, encouraging public confidence and allowing guests to enjoy
their experience without fear or concern. Furthermore, the efficient and streamlined nature
of the screening process ensures that these elevated security and safety standards do not
come at the cost of convenience, allowing for smooth entry while maintaining rigorous
control protocols.

Overall, the integration of metal detectors, X-ray scanners, and expert security
personnel represents a modern, proactive approach to access control, aligning the site
with international standards for cultural heritage protection and public security and
safety management.

14. The Shared Safeness App

In addition to the various technological and organizational measures aimed at improv-
ing security and safety within the Archeological Park, a dedicated and innovative digital
solution named “Shared Safeness” was conceived, developed, and implemented as part of
a broader strategy to enhance public safety, situational awareness, and real-time commu-
nication. This solution represents a key component of the park’s integrated security and
safety ecosystem, bridging the gap between operational monitoring, visitor participation,
and rapid incident response.

The core of the Shared Safeness solution revolves around the deployment of two
interconnected tools as follows: a custom mobile application designed specifically for
visitors to the site, and a complementary internal communication system, based on a
private, encrypted messaging platform, which allows staff and security personnel to share
critical information instantly and discreetly.

The mobile app, designed with a strong emphasis on user-friendliness and accessibility,
provides visitors with a dynamic and interactive digital map of the park, enriched with real-
time information about the most culturally and historically significant points of interest.
Through this feature, users can orient themselves easily within the archeological area,
follow curated tour routes, and discover educational content, all while maintaining a safe
and structured journey through the site.

One of the app’s most important contributions to security and safety is its ability to
anonymously track the user’s location in real time, but only during the duration of the visit,
and strictly in accordance with data privacy and protection regulations (e.g., GDPR). This
temporary, non-invasive positional tracking allows the system to continuously monitor the
flow and distribution of visitors across the park. By doing so, it can detect and analyze
crowding patterns, identify any unusual gatherings, and issue alerts if users are found to
be approaching or lingering in restricted or sensitive areas, which may be dangerous or off
limits for preservation reasons.

Moreover, the application empowers visitors to become active participants in site
security and safety, rather than passive observers. Through a dedicated reporting inter-
face, users can send alerts and messages directly to the park’s safety team in real time,
flagging any potential issues, such as medical emergencies, suspicious behavior, damaged
pathways, environmental hazards, or even incidents of vandalism. These reports are
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automatically prioritized and forwarded through the Shared Safeness infrastructure for
immediate validation and response.

Upon receiving a visitor-submitted report, the system initiates a verification and
escalation protocol. Depending on the nature and severity of the issue, it may trigger a
predefined security and safety workflow, including the mobilization of medical teams,
technical staff, or law enforcement, as appropriate. In more routine cases, the system may
notify a nearby operator or security checkpoint for a localized resolution. This ensures that
the response is proportionate, timely, and context-sensitive, helping to resolve problems at
the source while maintaining uninterrupted operations across the site.

The accompanying internal messaging platform serves as the backbone for rapid and
secure communication among authorized personnel. It allows for instant, confidential
coordination between security agents, emergency responders, surveillance operators, and
administrative staff. With this tool, operators can exchange updates, respond to alerts, and
manage critical incidents collaboratively, all without the delays or inefficiencies associated
with traditional radio or telephone systems. The use of end-to-end encryption and role-
based access controls guarantees that sensitive information is transmitted safely, while
ensuring that all actions are logged and traceable for audit and accountability purposes.

Together, the visitor-facing app and internal communication tool form a synergistic
security and safety network, where information flows quickly and efficiently in both
directions—from visitors to operators, and from operators back to the public when needed
(e.g., sending evacuation notices, safety instructions, or crowd control messages). This
bidirectional communication model fosters a stronger sense of shared responsibility and
collective vigilance, creating a more secure and engaging experience for everyone present.

In essence, the Shared Safeness system not only improves the technical management
of risks within the park but also promotes a culture of mutual care and community-
driven prevention. It demonstrates how digital technologies can be leveraged to empower
individuals, facilitate collaboration, and increase the overall resilience of complex public
spaces, especially those that carry significant cultural, historical, and symbolic value.

15. The Informative Systems

Various integrated information systems have been developed to offer a wide range of
services supporting security, safety, and management—covering both on-site and remote
visitor experiences, as well as access to archival resources.

They are represented by the following:

e TOLOMEDQO, a cataloging system of cultural heritage. Its main features are the follow-
ing: historical photographs (photographic plates, negative and positive slides, etc.);
excavation booklets; multimedia audio and video files.

e  SIAV, an information system of the Vesuvian area, cataloging data for the catalog. Its
main features are the following: excavation diary; catalog cards (drawings, monu-
ments, finds, numismatics, stratigraphic essay, etc.).

e  SIGPP, the great Pompeii project information system. Its main features are as follows:
geographic data; synthetic data; document repository; workflow (inspection activities,
program contracts, restoration sites, etc.)

e  MyPompeii, an information system and mobile app for the community. Its main
features are the following: routes on the map; info on the map; feedback and reports;
health emergency and visitors’ safety and security; etc.

e My Pompeii Messaging, an instant messaging system for internal staff. Its main
features are the following: messaging between users and groups; integration of internal
processes; alarms and signals; position sending; control of external people; etc.
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e  Open Pompeii, a system to access Pompeii information. Its main features are the
following: WebGlIS interface; representation on map up to a single unit of land register;
features query via clicking, tooltip, and detail popup; etc.

e Internal Security, a system to support the internal processes. Its main features are the
following: access requests for external people; external people register; external people
tracking; support for inspection; etc.

e  Thematic Routes, a system for the management of thematic itineraries and reward
programs. Its main features are the following: routes and POI (Point of Interest);
reward programs; credit and rewarding; partner program.

They are also integrated with the Shared Safeness app and Smart Mapping Interface
system that is illustrated in the following.
An overview is provided in Figure 9.

Figure 9. Scheme of information systems.

As an integral component of the Park’s comprehensive informative system, a wide
range of activities has been strategically planned to develop and implement advanced
technological solutions aimed at enhancing the protection, management, and preserva-
tion of the archeological heritage. These solutions are designed not only to facilitate the
regular inspections conducted by technical staff but to also strengthen the ability to mon-
itor and respond to critical situations that may arise due to natural, environmental, or
anthropogenic factors.

Among the planned activities is the development of tools to support on-site inspections
by trained technicians. These inspections will be aided by mobile technologies, integrated
data systems, and digital interfaces, enabling the faster and more precise identification of
structural damage, environmental degradation, or other anomalies. In particularly sensitive
or high-risk areas, instrumental monitoring is activated to ensure continuous surveillance.
This includes the use of sensors, environmental data loggers, and early warning systems
that can provide real-time alerts when predefined thresholds are exceeded.

Moreover, as illustrated before, the initiative includes the re-processing and analysis of
satellite-derived data, allowing for the remote observation of large areas and the detection
of gradual or sudden changes in the terrain or built structures. Complementing this, the
use of UAV technology has become a key feature in data acquisition efforts. UAVs are also



Appl. Sci. 2025, 15, 7359

27 of 36

employed to capture high-resolution aerial imagery of the archeological site. These images
then undergo sophisticated post-processing techniques—including photogrammetry, 3D
reconstruction, and automated image analysis—to detect even subtle signs of deterioration,
deformation, or damage not easily visible during ground inspections.

In addition, diagnostic investigations conducted using techniques such as ground-
penetrating radar, infrared thermography, and laser scanning provide critical data about
subsurface structures and material conditions. The re-processing of these diagnostic data
support the creation of detailed risk maps, highlighting vulnerable zones, structural weak-
nesses, and areas with high exposure to environmental threats such as humidity, erosion,
or seismic activity.

All these activities are part of a broader strategy aimed at identifying and classi-
fying potential risks to the protected archeological assets. This includes not only the
physical vulnerability of the artifacts and structures themselves but also their contextual
exposure—such as visitor flow, environmental conditions, and proximity to infrastruc-
ture. Understanding these risk factors is essential to developing effective, evidence-based
conservation and maintenance strategies.

The proposed model for this risk assessment and management process is structured
in five sequential stages. The first stage, Knowledge, represents the foundational under-
standing of the site, much of which has already been established through the previous
Great Pompeii Project that began in 2013. This includes detailed documentation, historical
research, and baseline condition assessments of the site’s structures and features.

The second stage involves Expeditious Inspections, which refers to systematic surveys
of all archeological assets using a comprehensive, site-wide approach. These inspections
are designed to be repeated on a semi-annual or annual basis and feed into a centralized
damage/defect/criticality database, which forms part of the broader Smart@Pompeii
project. The structured and periodic nature of these inspections ensures that the site is
regularly monitored and that emerging issues can be addressed promptly.

In the third stage, the focus shifts to the Identification of Potential Risk Classes. Here,
different areas, structures, and elements within the site are categorized based on their level
of risk, taking into account both their physical condition and their contextual exposure.
This classification serves as a critical input for prioritizing interventions and allocating
resources efficiently.

The fourth stage emphasizes the Monitoring of the Riskiest Situations, where targeted
observation and data collection will be intensified in the areas most susceptible to damage
or degradation. This monitoring is expected to be continuous or periodic depending on
the severity of the risk and will rely heavily on the technological infrastructure developed
under the informative system.

The final stage involves In-Depth Analysis of Specific Situations, where complex or
ambiguous cases are examined in greater detail. These analyses will provide essential infor-
mation to inform the long-term maintenance management plan, ensuring that conservation
efforts are both proactive and sustainable.

Ultimately, the results of all these activities and analyses are integrated into the park’s
Web-GIS information system. This centralized geospatial platform will allow authorized
users to visualize, analyze, and manage spatial data related to the condition and mainte-
nance of the archeological assets. Additionally, the inspection activities are interconnected
with the instant messaging system, which enhances coordination among staff, enables
real-time communication during fieldwork, and streamlines the overall workflow of site
monitoring and management.
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16. The Smart Mapping Interface System

One of the most innovative and strategically important components within both the
Security & Safety initiatives and the broader spectrum of digital transformation projects at
the Archeological Park is the Smart Mapping Interface (SMI). This cutting-edge platform
serves not only as a central monitoring hub but also as a comprehensive integration system
capable of consolidating data from a wide variety of independent sources and technologies
into a unified and interactive environment. The SMI is specifically designed to support real-
time decision making, enhance situational awareness, and foster proactive site management
across all operational domains.

At the heart of the SMI lies a powerful Digital Twin of the entire Archeological Park,
enabling stakeholders—ranging from security and safety operators to cultural heritage
managers—to achieve a full-spectrum, geospatial view of every physical and virtual com-
ponent within the monitored environment. This immersive and detailed 3D visualization
allows for complete operational control over all the site’s infrastructures, systems, and
ongoing activities, including the real-time tracking and visualization of installed devices
(such as sensors, cameras, and control units), as well as the dynamic presence of staff
members, maintenance personnel, and visitors moving throughout the park.

Beyond its mapping and visualization capabilities, the SMI is tightly integrated with
the park’s overarching digital platform infrastructure, making it capable of processing
and aggregating data from a heterogeneous ecosystem of sources. These sources include,
but are not limited to the following: video surveillance systems, access control points,
intrusion detection devices, seismic activity sensors, hydrogeological monitoring stations,
air quality detectors, unmanned aerial vehicles, mobile digital applications used by visitors,
etc. Through advanced data fusion techniques, the platform ensures that all collected
information is synchronized, contextualized, and made available for real-time analysis.

The user interface of the SMI is engineered according to the principles of Natural
User Interface (NUI) design, which ensures that users can interact with the system in
a highly intuitive and human-centered way. Through visual, gestural, or touch-based
controls, operators can easily navigate the 3D map, access real-time data streams, and
receive immediate notifications regarding anomalies, breaches, or emergencies. When
certain thresholds are exceeded—whether in temperature, crowd density, air quality, or
any other predefined metric—the system automatically generates alerts and alarms, which
are clearly displayed on the interface and can also be pushed to relevant personnel for
prompt response.

Another unique and forward-looking feature of the Smart Mapping Interface is its
built-in Sentiment Analysis module, which serves as a real-time feedback engine based
on the collection and intelligent analysis of publicly available social media content. By
scanning platforms such as Twitter, Facebook, Instagram, and others, the system is capable
of extracting and interpreting user opinions, emotions, and attitudes expressed about the
site. These sentiments are then categorized, quantified, and visually represented through
dynamically updated graphs, charts, and dashboards, providing immediate insights into
public perception. This capability allows management to take data-driven actions in
response to emerging trends or negative feedback, improving visitor engagement, service
quality, and overall reputation management.

The operative scheme of SMI and other IT applications is shown in Figure 10.
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Figure 10. Operative scheme of SMI and other IT applications.

In addition to digital sentiment gathering, the SMI benefits from physical data collec-
tion through the use of crowd sensing technologies strategically deployed throughout the
park. Specifically, a network of crowd sensing cells has been installed at all major entrances
and other high-traffic areas. These systems gather anonymous metadata from mobile
devices—using information derived from SIM cards and network signals—in strict accor-
dance with privacy regulations and data protection laws. Once processed and anonymized,
the resulting data provide crucial insights into the number of visitors, their distribution
within different zones, as well as aggregated demographic information such as nationality,
average age, and gender. These data are not stored in any personally identifiable form,
ensuring compliance with GDPR and other relevant privacy frameworks.

Thanks to the seamless integration of these diverse datasets—from environmental
monitoring to human sentiment and mobility tracking—the Smart Mapping Interface
delivers a high-performance analytical environment. This empowers stakeholders with
actionable insights for both proactive safety and security operations and efficient resource
management. For instance, by correlating visitor flow data with environmental stress
indicators, managers can make informed decisions on where to deploy staff, schedule
maintenance, or implement temporary restrictions. In emergency scenarios, the SMI
becomes a critical tool for coordinating evacuation strategies, dispatching personnel, and
maintaining overall command and control in complex situations.

17. The ISIDE Training Project

In order to significantly enhance the level of expertise, awareness, and operational
competence of all individuals involved in the management and implementation of security
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and safety procedures, a comprehensive and structured training initiative was launched
under the name ISIDE. The ISIDE project—ISIS in English—represents a cornerstone of
capacity-building efforts within the broader framework of security and safety strategies
implemented across the Campania Region.

This program was designed with the explicit goal of ensuring that all staff members
working within the Ministry of Culture in the Campania region are equipped with up-to-
date knowledge, practical skills, and the ability to respond effectively to a broad spectrum
of security and safety challenges that may arise within cultural and archeological sites. The
injtiative aims to create a shared culture of preparedness, risk awareness, and coordinated
response, bridging the gap between heritage protection, visitor security and safety, and
national security protocols.

The ISIDE training system is composed of a modular and multi-layered curriculum,
structured to address the diverse needs and roles of different stakeholders. It integrates a
variety of educational formats to ensure flexibility, accessibility, and maximum learning
impact. Specifically, the program includes the following:

e In-person classroom training sessions, which are conducted by subject matter experts
and certified professionals in the fields of security, safety, risk assessment, emergency
management, technological surveillance, and crowd control. These sessions promote
active discussion, case study analysis, and practical exercises in a traditional educa-
tional setting.

e Live online training modules, which enable real-time remote participation, allowing
geographically dispersed personnel to attend interactive lectures, take part in digi-
tal simulations, and engage with trainers through live Q&A sessions. This format
supports synchronous learning while minimizing travel and logistical challenges.

e  On-demand (deferred) e-learning courses, which are pre-recorded and made accessible
through a dedicated online platform. These self-paced modules allow participants
to access content anytime and anywhere, thus accommodating different learning
schedules and reinforcing key concepts through repetition and review.

e Immersive simulation-based training, which leverages advanced technologies such
as virtual reality (VR) headsets, 3D-rendered environments, and interactive control
interfaces. Participants are placed within highly realistic risk scenarios—such as
natural disasters, terrorist attacks, public health emergencies, or crowd surges—where
they must make real-time decisions, apply emergency procedures, and coordinate
responses as if in a live situation. These simulations are designed to increase familiarity
with crisis dynamics and improve performance under pressure, all within a safe and
controlled digital environment.

Through this multifaceted approach, the ISIDE program does not merely deliver
theoretical knowledge but also cultivates practical capabilities and reflex-based reactions
that are essential in emergency contexts. By combining educational content with expe-
riential learning, the initiative ensures that trainees gain first-hand exposure to realistic
security and safety challenges and are prepared to execute their roles with confidence
and professionalism.

An additional value of the ISIDE project lies in its ability to foster collaboration across
institutions. By training both cultural heritage professionals and police forces within the
same framework, it promotes inter-agency coordination, joint strategic planning, and
a unified operational language, which are critical for efficient crisis response and the
protection of complex sites such as archeological parks.

Ultimately, ISIDE contributes to building a resilient security and safety culture across
the Ministry of Culture and regional law enforcement entities, strengthening the overall
capacity to prevent, detect, manage, and recover from a wide array of threats—whether they
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are natural, accidental, or intentional. As a dynamic and scalable platform, ISIDE is also
prepared for continuous evolution, incorporating new risks, technologies, and regulatory
changes as they emerge, thereby maintaining its relevance and effectiveness over time.

18. Results

The following section presents the values of the main operational parameters of the
integrated system, with the aim of providing a comprehensive and quantitative assessment
of its performance. This evaluation was conducted by referring to industry standards,
guidelines, and benchmarking practices commonly adopted in the security and surveillance
technology sector [27-45].

Given the unique nature of the site and the limited availability of the scientific literature
addressing comparable integrated systems implemented in cultural heritage environments
such as this, it is unfortunately not possible to directly compare the recorded values with
those from identical or equivalent systems. Nevertheless, the metrics obtained are in line
with, and in several instances even superior to, those observed in partially comparable
systems employed in different contexts, as will be further illustrated below [46-77].

To provide structure to the performance analysis, the evaluation criteria have been
grouped into two main categories.

The first category includes parameters related to the following;:

e  Performance benchmarks.
e  System latency.
e  Reliability metrics.

With regard to performance benchmarks, the following parameters were considered:

e  Event processing capacity (e.g., number of analyzed video events and managed alarms
per second).

e  Average response time to an event (MTTR): time from event occurrence to notifica-
tion/intervention.

e  Maximum supported load (e.g., number of concurrent accesses and video streams).

e  Accuracy of intelligent analysis (e.g., percentage of correct recognitions).

In terms of system latency, the following metrics were evaluated:

Input latency: time between sensor activation and data recording.
Processing latency: time required to analyze and process an event (e.g., video analysis).
Notification latency: time from detection to operator notification.

End-to-end latency: total time between event occurrence and system reaction (alarm,
block, log).
e  Jitter: variation in latency over time.

Regarding reliability metrics, the following were considered:

MTBF (Mean Time Between Failures): average time between failures.

MTTR (Mean Time To Repair): average time to restore system operation.
Availability = MTBF/(MTBF + MTTR).

Component error rate: e.g., percentage of video losses, failed access attempts.

The second group of evaluation parameters focuses on system accuracy and detection
quality, and it includes the following:

e  Accuracy: percentage of correctly classified events. Defined as (TP + TN)/(TP + TN +
FP + FN), it provides a global measure of system effectiveness.

e  Precision: indicates how reliable the generated alerts are. Defined as TP /(TP + FP), it
reflects the system’s ability to minimize false alarms.
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e  Recall (Sensitivity): measures the ability to detect real threats. Defined as TP /(TP +
FN), it reflects the system’s capacity to capture critical events.

e  Fl-score: harmonic mean of precision and recall. Defined as 2 x (Precision x Re-
call)/ (Precision + Recall), especially useful when events are imbalanced between
normal and anomalous.

e False Positive Rate (FPR): percentage of false alarms over non-threatening events.
Defined as FP/(FP + TN), measuring how much the system triggers unnecessary
alerts.

e False Negative Rate (FNR): percentage of undetected critical events. Defined as
FN/(FN + TP), indicating the risk of the system missing actual threats.

e  Availability: percentage of time the system is operational. Defined as MTBF/(MTBF +
MTTR), reflecting overall system reliability.

Where
TP = True Positive (correct detection of a real event).

TN = True Negative (correct rejection of a non-event).
FP = False Positive (incorrectly signaled event).

FN = False Negative (missed real event).

The results obtained for the system under analysis are summarized in Table 1, which
also includes the minimum and maximum reference values for comparable systems.

Table 1. Results of performance analysis of the integrated system.

Parameter Actual Value of Minimum Value of Maximum Value of a
the System (This Work) a Similar System Similar System
Event Processing Capacity 8500 100 10,000
Average Rspare Tme o s 26
Maximum Supported Load 2200 50 2000
Accurazyn‘;f;;‘itseuigem 98.8% 80% 99%
Input Latency 7 ms 5ms 1s
Processing Latency 5ms 5ms 1s
Notification Latency 80 ms 100 ms 1s
End-to-End Latency 92 ms 110 ms 3s
Jitter 1 ms 1 ms 5ms
MTBF 85,000 h 20,000 h 100,000 h
MTTR 1.5h 2h 6h
Availability 99.998% 99.5% 99.9%
Component Error Rate 0.15% 0.1% 1%
Accuracy 99.71% 95% 99%
Precision 99% 90% 99%
Recall 98.8% 90% 99%
F1-score 98.9% 90% 98%
False Positive Rate 0.15% 0.1% 0.5%

False Negative Rate 1.2% 1% 5%
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As observed from the presented data, the integrated system exhibits performance
levels that are consistent with—and, in several key parameters, superior to—the best
benchmark values for similar systems, whether these correspond to upper or lower bounds
depending on the performance indicator. This confirms both the efficiency and the effec-
tiveness of the implemented solution in ensuring robust and reliable security management
within the site.

19. Conclusions

This work presents the innovative IoT/IoE-based integrated technological system
developed for the Pompeii Archeological Park, emphasizing its role in enhancing security,
safety, and heritage management within one of the world’s most complex and significant
cultural heritage sites. The implementation of the Integrated Multidisciplinary Model for
Security and Safety Management (IMMSSM), supported by advanced telecommunications,
Al-powered monitoring systems, and sustainable energy solutions, represents a pioneering
effort in cultural heritage preservation.

However, despite the achievements, several challenges emerged throughout the de-
velopment and deployment phases. The historical and architectural sensitivity of the site
imposed strict constraints on installation procedures, necessitating customized solutions
that balanced technological effectiveness with minimal visual and structural impact. Addi-
tionally, the integration of diverse subsystems—ranging from surveillance to environmental
monitoring and crowd management—demanded extensive coordination, interdisciplinary
expertise, and iterative testing to ensure seamless interoperability.

Looking forward, future research should focus on evaluating the system’s perfor-
mance over time, particularly in response to evolving threats, environmental conditions,
and visitor dynamics. The potential of integrating more adaptive and self-learning Al
models, as well as expanding the scope of predictive analytics for security and safety
management, structural health monitoring and climate resilience, represents a promising
direction. Furthermore, the broader applicability of the IMMSSM and its supporting tech-
nologies in other cultural heritage contexts—especially those in less resourced or more
vulnerable regions—warrants thorough investigation.

By critically reflecting on both the strengths and limitations of the system, this work
contributes to the growing field of intelligent cultural heritage protection and offers valuable
insights for future interdisciplinary initiatives aimed at preserving humanity’s shared
historical legacy.
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