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ABSTRACT

A great variety of hazardous materials (HazMat) are transported by road and, with a few exceptions, no
particular restrictions are posed to their routes and no surveillance is exerted during their trip. On the
other hand, it is recognized that the potential consequences of an accident involving these materials may
be severe or even catastrophic. Such road tankers may therefore represent an attractive target for terror-
ists, as also recognized by the A.D.R. regulation, which identifies some high consequences dangerous
goods (HCDG) classes. requires the adoption of security measures and lists the essential elements to be
included in the security plan, which should be prepared when transporting such materials. However, as
a matter of fact, the HCDG list includes practically all fuel tankers (gasoline, LPG, kerosene, etc.) so
that providing all these vehicles with proper security devices may be impracticable and rather expen-
sive: moreover, workers™ privacy should be safeguarded. The present work focuses on critical security
issues to be addressed when transporting HCDGs and considers some devices and procedures aimed at
reducing the risk. The complexity of the system can be modulated based on the available resources and
specific circumstances (type of dangerous good, route features, and others). An attempt is also made to
further subdivide HCDG classes into three large groups, based on the type of consequence (fire, over-
pressure and missiles, toxic cloud) and on the expected impact areas associated with a deliberate release
of the product into the environment. This will allow to properly scale the complexity of the proposed
security apparatuses and procedures.

Keywords: High consequences dangerous goods (HCDG), road transport, safety box, security appara-
tuses, security procedures, terrorism.

1 INTRODUCTION

A number of recently occurred events, especially after September 11, 2001, such as the
Glasgow and London attacks in 2007 (both fortunately unsuccessful), as well as many others,
almost daily reported by newspapers, have focused the attention of public and experts on
terrorist activity possibly related with the transportation of sensible and hazardous materials.
Despite the many differences with respect to more ‘traditional” targets, this activity has been
recently recognized as a significant possible threat to public safety. Therefore, increasing
attention has been devoted to the specific issue of the security in Hazardous Materials
(HazMat) transportation [1-3]. In fact, it is generally assumed that a high level of technical
expertise and knowledge, as well as highly sophisticated equipment and tools, are not needed
for such a kind of action. Nonetheless, the consequences possibly generated by an accident
involving the release of such materials can be catastrophic. At the same time, the intrinsic
complexity of the logistics and the non-standardized shipment procedures open the door to a
large number of sensible exposure points along the transportation chain, which cannot be
totally eliminated. Therefore, this kind of activity presents a rather high level of vulnerability.

Given the complexity of the transportation systems, in terms of means of transportation,
infrastructures, procedures, stakeholders involved, and so on, many issues to be taken into
account belong to areas of very different nature: political, technical, management, human
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relations, and others. In the following analysis, specific attention will be devoted only to
technical and procedural aspects, while prescriptive and political issues will be disregarded.
Following this assumption, a preliminary list of issues to consider when dealing with the
security of the transportation of hazardous materials can be as follows:

s the specific type of material,

» the characteristics of the selected route (population distribution, presence of critical points
such as tunnels, bridges and so on),

o the driver (criminal background checks have been proposed, as already required by the
U.S. Federal Aviation Administration regulations [4]),

e the loading/unloading facility and site,

e the transportation rules,

e the information exchange among the shippers, the transporter and the public authorities,

e the alarming policy,

e others.

Depending on the specifically assumed point of view (accident prevention, safety for the
exposed population, optimization of the route, etc.), different approaches have been adopted
in the recent years to address the issue of risk reduction in HazMat transportation: risk anal-
ysis, vulnerability analysis, cost/benefits analysis, etc. In particular, the issue of security in
the routing of HazMat transports has been addressed either in the framework of a more
general approach, as an ‘extended’ risk analysis (see, for example [5,6]), or considered
alone.

However, accounting for security aspects of the transportation of hazardous materials in a
more general approach is not straightforward. For example, the term ‘hazardous material’
itself may indicate a quite broad range of products with very different characteristics. In fact,
while in traditional risk analyses the hazard is associated with toxic chemicals, explosives, or
generic flammable substances, in the case of terrorism or even for more general criminal
activities, this meaning can be extended to a broader range of chemicals: biological materials,
corrosive or oxidizing substances, pesticides (for example, to contaminate water sources), or
more generic noxious materials. Nuclear materials (fuels or, more properly, wastes) are usu-
ally already subject to specific restrictions and regulations, so the present discussion will not
address this kind of dangerous materials. The possible actual use of one of these materials by
candidate terrorists will depend on a large number of issues such as: its availability, the easi-
ness of coming into possession of it, the capabilities (skill, knowledge and level of
organization) of the terrorists, the selected target, the intended results, the security level of the
transportation company, and many others.

As an example of the differences between the use of traditional hazardous materials and
those of general interest for candidate terrorists, we can mention the following:

e The vehicle transporting the dangerous material may be attacked and ‘triggered’ at the
specific site where the release is intended to occur, or may be moved to a distant different
target site, and possibly used to cause the accident even after a time delay (from hours to
months).

o The probability of release, which in this case is coincident with the attack probability, is
not uniform [7], but it is dependent also, even though not exclusively, on what we might
call the ‘attractiveness’ of the location, characterized by the expected damages.
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o Some of the tools that are implemented with the aim of increasing the safety of the transportation
activity can be exploited by terrorists with the opposite intention, e.g. the whole information
and communication systems (shipping documents, the placards on the trucks and so on),
which are originally intended to facilitate the emergency procedure, may help terrorists to
identify the dangerous material transported.

In case of flammable materials, the main consequences may be represented by a fire or an
explosion. In the case of liquids, the fire is intense, rather localized, and long-lasting, so that
it can cause serious structural damages (both to metal and concrete structures), trigger dom-
ino effects, by igniting further substances, and impact people, if not able to escape. In the
case of a flammable gas, similar localized consequences are obtained following the imme-
diate ignition of a substantial catastrophic release (fireball), even though, here, the influence
of buoyancy is important. Conversely, in the case of a delayed ignition, the extension of fire
is markedly influenced by the atmospheric conditions (wind velocity and direction, pres-
ence of obstacles, and so on), so that even locations relatively far away from the release site
can be impacted. Furthermore, even though only under proper conditions, in the case of a
gas cloud a much stronger combustion with explosive effects (VCE, vapor cloud explosion)
can occur, causing also overpressure. In this case, the consequences will be more serious,
and the impact distances larger, compared with the case of a “pure’ fire. On the other hand,
since a number of external conditions need to be met at the same time, the probability of
occurrence of a VCE is much lower compared with a fire. The chemical reactivity of the
specific substance plays also a fundamental role and, for highly reactive materials, the above
external conditions can be less restrictive. This becomes particularly true in the case of real
explosives, which in most of the cases are in the solid state, mainly as powders (such as
TNT, nitroglycerine, PETN, and others) and can cause extended structural damages possibly
involving a high number of victims and injured people. As in the case of VCEs, the exten-
sion of the impact area of this kind of events is markedly influenced by the configuration of
the explosion site: confined and congested areas are particularly susceptible, therefore rep-
resenting sensible targets.

Differently from the material types mentioned so far, which usually cause damages both
to structures and people, toxic substances represent a rather different case. In fact, when
released into the atmosphere, they have almost no effect on the structures, but due to the
very large impact areas possibly generated, they can cause very high numbers of casualties
and injuries within the population. Under this respect, gases and low-boiling (high volatil-
ity) liquids are potentially most dangerous, being more easily dispersed, even if, besides the
physical conditions, the most important parameter is represented by the toxicity threshold of
the particular substance. For a given released mass, the area actually impacted by the toxic
cloud is strongly influenced by weather and wind conditions, being thus quite unpredictable
without detailed on-time data. However, when a toxic chemical is released in the open, its
concentration inside buildings with doors and windows closed (the so-called indoor concen-
tration) will hardly reach very high and dangerous values. Generally, its value will remain
much lower than outside, unless the toxic is released in liquid phase and enters the sewers.
On the other hand, while in the open the substance will be rapidly diluted with air, in closed
spaces, with limited air recirculation rates, the lower concentration will persist for longer
thus increasing the exposure time. As a consequence, the most dangerous scenario is repre-
sented by the release of a toxic substance directly within a confined space (for example, a
tunnel, a building, etc.) where it will cause the worst effects on the exposed population, due









294 A. Accettura et al., Int. J. of Safety and Security Eng., Vol. 4, No. 4 (2014)

recognize, address and reduce such risks, and actions to be taken in the event of a security
breach. A list of *high consequences’ dangerous goods (HCDG) is issued: HCDGs are those
with the greatest potential for misuse in a terrorist incident and which may, as a result, pro-
duce serious consequences such as mass casualties or mass destruction. HCDGs include all
classes from 1 to 8, and a substance may be classified as HCDG or not, depending on the
amount transported or on the packaging group. Highly hazardous products (such as toxics)
are classified as HCDGs, for any transported quantity, while less hazardous ones (such as
flammable liquids and gases, and corrosive substances), only for transported quantities
exceeding 3000 L. The carriers and the other people engaged in the carriage of HCDG shall
adopt, implement, and comply with a security plan addressing some specific elements:
(a) specific allocation of responsibilities for security to qualified persons with appropriate
authority to carry out their responsibilities; (b) records of dangerous goods concerned,;
(¢) review of current operations and assessment of security risks (including stops, keeping of
dangerous goods in the vehicle, intermediate temporary storage of dangerous goods); (d) clear
statement of measures that are to be taken to reduce security risks, commensurate with the
responsibilities and duties of the participant (training, security policies, operating practices,
equipment, and resources to reduce security risks); (e) effective and up to date procedures for
reporting and dealing with security threats, breaches of security, or security incidents;
(f) procedures for evaluating security plans and procedures for periodic review: (g) measures
to ensure the physical security of transport information contained in the security plan;
(h) measures to ensure that the distribution of information relating to the transport operation
contained in the security plan is limited to those who actually need to have it. It is also
required to apply all measures to prevent the theft of a vehicle carrying HCDG, to control that
the devices are properly operating and, when appropriate and already fitted, to use tracking
apparatus to monitor the movement of HCDGs.

In the USA, the Department of Transport has issued an Hazardous Materials Regulation
(HMR) requiring persons who transport a given amount of certain hazardous materials to
develop and implement security plans [15]. The thresholds are largely variable: for example,
55 kg of explosives, | L of material poisonous per inhalation, and 3000 L for less hazardous
products, such as flammable liquids and gases, and corrosive substances. To making arule [16],
a qualitative risk evaluation was carried out, which considered the following factors: (1) phys-
ical and chemical properties of the material and how those properties could contribute to a
security incident; (2) quantities shipped and mode of transport; (3) past terrorist use; (4) poten-
tial use; and (5) availability. One of the most significant security vulnerabilities involves the
potential for an individual or group to take control of a conveyance containing a high-risk
material and move it to a site where the material could cause maximum physical or psycholog-
ical damage. For some hazardous materials, the primary security threat involves theft or
hijacking of raw materials for use in developing explosive devices or weapons. The final list
of hazardous substances requiring a security plan is almost the same that defined by the ADR.

Hazardous materials, including not only explosives or munitions but also different fuels,
are also transported according to Armed Forces needs: ADR is always taken into account, but
in some ‘militarized’ version. This means that, depending on the quantity and type of HazMat
to be transported, and on the probability of attacks in the zone to be crossed, it can be decided
to use armed escorts, or two drivers instead of one (anyway, weapons-provided).

However, it is obvious, from the cited HazMat transportation data [ 13], that more than 70%
of the transported amounts of dangerous substances, expressed as t-km, refer to HCDGs,
mainly due to the presence of liquid and liquefied fuels in the list. Therefore, it may be
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appropriate to further group HCDGs based on their expected attractiveness for terrorists,
usually defined in terms of their potential for producing catastrophic consequences and large
impact areas. Chemicals susceptible to explode (such as substances belonging to ADR Class
1 or Class 5.1, but not Classes 4.1, 4.2 and 4.3) are, obviously, the best candidates, while
corrosive or toxic substances (such as ADR Class 8, 6.1 or 6.2) appear less attractive, based
on the considerations summarized in Section 1. As far as the remaining classes are concerned,
flammable gases (belonging to Class 2) are susceptible to explode throwing fragments of the
vessel at some hundred meters, thus resulting more suitable for terrorist uses than flammable

Table 1: Attractiveness for terrorists of HCDGs belonging to different ADR classes.

ADR Impact Domino
class HCDGs Consequences  area effects Attractiveness
I 1.1 Explosives Explosion Large Possible High
1.2 Explosives Explosion Large Possible High
[.3 Compatibility group  Explosion Large Possible High
C explosives
1.5 Explosives Explosion Large Possible High
2 Flammable gases VCE, fire Large Possible High
Toxic gases Toxic cloud Large Not possible Medium
3 Flammable liquids Fire, VCE Medium Possible Medium
of packing groups
['and I1
Desensitized Explosion Medium  Possible Medium
explosives
4.1 Desensitized Explosion Low Possible Low
explosives
4.2 Packing group I Explosion, fire  Medium  Possible Medium
substances
43 Packing group I Explosion, fire Medium  Possible Medium
substances
5.1 Oxidizing liquids Explosion Medium  Possible High
(packing group I)
Perchlorates, Explosion Large Possible High
ammonium nitrate
and ammonium
nitrate fertilizers
6.1 Toxic substances Toxic cloud Large Not possible Medium
(packing group I)
6.2 Infectious substances Infection Small Not possible Low
of category A
7 Radioactive material Contamination Large Not possible Not
considered
8 Corrosive substances Burns Large Not possible Low

(packing group I)













A, Accettura et al., Int. J. of Safety and Security Eng., Vol. 4, No. 4 (2014

299

Table 2: Additional modules that may be included in the security box and suggested configu-
ration for the transport of low, medium and high attractiveness HCDG.

HCDG attractiveness

Module Operation High Medium Low Activation
Tracking GPS module X X X Always on
Communication  Cellular phone X X X By the driver
Satellite communication X or the remote
operator
Biometric Fingerprint detector X X X By the driver
interface
Emergency Sends an alarm to the remote X X X By the driver
button operator or the remote
Activates video surveillance X operator
(if available)
Vehicle modules ~ Bumping sensor X X
Front-rear vehicle distance X X
i Always on
sensor
Vehicle velocity module X X
Antitheft module  Sends an alarm to the remote X X X By the driver
operator or the remote
Progressively slows down the X X operator
velocity until the vehicle stops
Video In case of emergency allows X By the remote
surveillance the remote operator to see operator

what happens inside and/or
outside the vehicle

the firm had a GPS mounted on, which was used not only to inform about the localization of
the vehicle but also to give information about staff’s idle times, fuel consumption and driving
speed. In the end, authorities prohibited the use of global positioning devices on Italian firms’
vehicles in the absence of the approval from Labor Unions and the Provincial Labor’s Head
Offices. As shown above, security can clash with privacy, and their relationships should be
properly taken into account, since cargo tracking is the first aspect to be considered in HazMat
transport security.

3.1.2 Communication devices

Mobile phones can be used for both voice and data communication, which can be very useful
for security purposes: they are widespread and any driver is usually provided with a company
cellular phone. Cellular phones can be used to communicate possible inconveniences of any
type (traffic jams, need of detours, bad weather conditions, health problems of the driver,
etc.) to the remote operator, as well as to transmit data (alarm, videos, etc.). One problem is
that the signal coverage may be poor or null, especially in narrow valleys, mountains routes,
and inside most of the tunnels, conditions that are not infrequently encountered in Italy.
Satellite communication can be used in such cases, being also useful to increase the availability
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of means ensuring phone contacts in all situations. Satellite may generally represent a
redundant channel with respect to the cellular communication, while may become the primary
transmission channel in areas where the cellular service is not active.

An important aspect to deal with is the possible inattention caused by the use of hi-tech
devices while driving: in this view, the impact of cell phones use on drivers’ attention (focus-
ing on text messaging, in particular), on driving performances, and on possible consequent
road accidents has been investigated [26].

3.1.3 Driver identification

Ensuring that the vehicle carrying a dangerous material is driven by the expected person is of
paramount importance, and a simple biometric interface may fit this scope. The device will
be composed by a touch screen and the biometric interface: fingerprint detection will ensure
reliable results with low costs. Driver identification may be required at any time the engine
of the vehicle is started, to ensure that the appointed driver is actually at the wheel. This
device should be activated by the driver before starting the engine of the vehicle: should the
driver identification procedure fail, the engine will not start and an alarm may be automatically
sent to the remote operator.

3.1.4 Emergency button

This button, to be located in an easily reachable place on the dashboard, may be activated by
the driver in any case of emergency, including problems related to the vehicle (for example,
in case of accident) but also situations posing security problems (for example, the vehicle
being blocked by armed persons).

3.1.5 Vehicle modules

These devices may include sensors of front-rear vehicle distance and bumping, and a
velocity module. Their scope is to allow the remote operator to identify if any problem is
occurring to the vehicle during the trip and behave consequently. Detecting vehicle velocity,
and distance from the preceding and following vehicle, will allow to understand if the
vehicle is slowed down by heavy traffic, or blocked in a queue. Bumping sensors will let to
immediately detect if an accident occurred, allowing the remote operator to contact the
driver and eventually alert the competent authorities for rescue. The velocity module can
also be activated by the remote operator to progressively reduce the speed of the vehicle
until it stalls: this function can be useful, for example, to safely stop the vehicle when it 1s
not driven by the expected person.

3.1.6 Antitheft module

This module may be used either by the driver or by the remote operator (o check and prevent
theft of the vehicle and of the transported material. The basic tasks are to send an alarm to the
remote operator and: to block the doors, or to avoid that the engine of the vehicle may be
started, or to slow down the engine progressively after a predetermined time interval. This
device is mainly intended for those situations when the driver may be forced to enter and
drive the vehicle under the threat of armed people. In such cases, the driver may be forced to
positively activate the driver identification check. since his/her life may be threatened if he/
she is unable to start the engine. A simple method to deal with this problem may be to install
an accurately hidden safety button, to be pushed within a predetermined time (for example,
2 min) from the start of the engine. If the button is pushed within this time, the vehicle will
proceed regularly with its trip, but if this step is not properly performed, an alarm will be
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