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Abstract

A high safety and security level of a complex systis very difficult to be
reached, guaranteed and managed if the systemaraathrized by a peculiar
complexity and physical extension, due to the a@evaimber of parameters to
be checked and controlled.

The use of human resources needs an elevate naipersonnel members that
could not only be unable to reach the desired baakould also be exposed to
severe risks in the presence of dangerous and en®rgituations.

For this reason it is necessary to use integraipdrgision and control systems
that are capable of manage the elevate nhumberrafmegers involved, reducing
the number of personnel members and increasing flo@ictionalities and
operativity.

In this paper the integrated supervision and cbrdystem of the Gran Sasso
mountain (Italy), characterized by a high and ueiqeomplexity from the
international point of view, is illustrated.

Keywords: integrated system, telecommunicatioresystsafety system, security
system, emergency management system.

1 Introduction

The Gran Sasso (“big rock” mountain is locatethi& centre of Italy, about 120
km est of Rome, between the L’Aquila city provireoed Teramo city province,

in the Abruzzo region.

It belongs to a system of mountains that practicaiparates the Adriatic sea
(east) from Tirrenian sea (west) in the middletafy.

The higher peak of Gran Sasso mountain is repreddnt Corno Grande (“big

horn”), that is about 3000 metres above the sezl.lev



Due to the elevate altitude, even if the mountainat so far from the Adriatic
sea, a permanent glacier is also present.

On the high plane of Gran Sasso mountain, namedGamperatore (“Emperor
high plane”) is also present a sky resort.

Under the Gran Sasso mountain there is a sepavatdedhighway tunnel (one
tunnel for traffic in the L’Aquila — Teramo direoti and one tunnel in the
Teramo — L'Aquila direction). These tunnels take thaffic from the west to the
east side of central Italy and vice versa and tle@yesent a vital connection for
road traffic. The length of tunnel is of about 1id that represent the second
road tunnel of Italy, in term of length, after thdonte Bianco (“white
mountain”), that is anyway one of the longer roadnel at the international
level (even if single tunnel while the Gran Sassdauble tunnel).
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Fig.1 Partial view of Gran Sasso mountain from LuAlg side.

Inside the mountain the underground Gran Sasso taouNational Laboratories
(GSNL) of Italian Institute of Nuclear Physics (INJFare also present. They are
located 1400 meters under the central rocky massed Eagle Mountain.

The offices and the directional centre are locdtddn away from the Assergi
highway exit (in the L’Aquila city province) anddi extend on a 12.000 square
meters surface while some technical installatidasr(ing, electrical supply, etc.)
are located on the other side of Gran Sasso mauriai the Teramo city
province) just outside the highway tunnel, in & siamed Casale S. Nicola
location.

The entrance of GSNL is located in the Teramo —duia direction tunnel
using a passage reserved to the laboratory trafiit created by means of a
narrowing of about 1 km of the tunnel road in therrespondence of
underground laboratories.

The GSNL are the biggest and most important undergt laboratories of the
world characterized by a unique environment for kived of research that is
made inside them. Further, they have been realzedpurpose and not



recovering or adapting already existing structusesh as active or closed mine
(KAMIOKANDE in Japan and SNO in Canada).

Fig.2 3 vie ratories and part of higiwtunnels.

The design, the approval and the public financiagehbeen possible thanks to
the simultaneous drilling and construction, in "80- years, of the highway
tunnels in the same zone. The GSNL realizationtedain 1982 and the
construction of the first experimental apparatustst only 4 years later, in
1986, when the first tunnel was opened to the pulpéiffic. The underground
laboratories are mainly constituted by 3 experimerdoms, whose dimensions
are about 100 x 20 x 20 meters, and by a seriepmiection tunnels that are
used for the installations necessary for the coifterctioning of the laboratories
and for hosting secondary and reduced dimensiomrampntal devices. The
total internal volume is about 180.008.m

Actually there are about 15 experiments currentbyking in the 3 experimental
rooms and in some connection tunnels.

It is there evident that in the Gran Sasso mourdagnpresent a lot of subjects
that make specific activities (INFN laboratoriegyhway, aqueduct, etc.) and for
this reason the Gran Sasso mountain representdde avid complex system
where each component interacts, unavoidably, with dther components. In
fact, for example, the highway represents the @mlfrance to the laboratories,
where not only people but also all the installagigauch as electrical, fanning,
cooling, telecommunications, etc.) that guaranteecbrrect functioning and the
safety of laboratories, must pass through. Thisligaphat a possible accident
inside the highway tunnels can compromise not dmdystability and reliability
of the installations of laboratories but also thepability for fire brigades,
highway tunnel personnel and emergency teams ohieg the laboratories. The



same happens if an accident takes place insidatioeatories. For this reason
the emergency plans related to one of the subydutsh operates inside the Gran
Sasso mountain must consider also the other preabjects.

This characteristic gives to Gran Sasso mountairex@reme oneness at the
international level.
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Fig. 3 Plant of highway tunnels with INFN laboragsr (in the middle, upper
side). L’Aquila city direction is on the left sidehile Teramo direction is on the
right side. Tunnels are about 10 kms long.

Due to the multitude of people, systems, devices iastallations that must be
controlled and that must communicate each otheis &vident that the Gran
Sasso mountain, to be managed securely in theragstheeds to use intensively
advanced technologies finalized to obtain a highl afficient quality of
functionality, performances and services [1-5].

To increase the safety and security level of petiéoperate in Gran Sasso and
to protect the unique natural environment, in R0P3 the Italian Government,
through the Department of Civil Protection, desigda a Delegate
Commissioner of Government.

The integrated supervision and control system ptesein this paper was
studied and designed by the author during his iagtdf consultant of Delegate
Commissioner of Government, concerning the safety security aspects of
Gran Sasso.
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Fig. 4 Transversal schematization of Gran Sassmtagusystem.

Due to the complexity of Gran Sasso mountain artti@&ubjects that operate in
it, the mentioned system represents a unique ohjettte international level in
term of functionalities and reliability, greatlydreasing the safety and security
of people and of the surrounding environment.



The scope of the paper is to illustrate the memetibmdvanced system, the
difficulties found for its design and the resultsained.

2 Theintegrated supervision and control system

The designed system is aimed at improving safeggurity and emergency
management in a totally automatic and immediate ovagt aiding the personnel
by means of an expertise information system, aligvthe control and activation
of any component present in Gran Sasso and comhéotghe supervision
system, by means of local or remote consoles.
The system not only is aimed at integrally consafiety, security and emergency
but it is also aimed at providing a series of adeahservices (such as a
innovative radio communication system) to the whadenmunity that operates
inside it or on it or live in the surroundings.
The considered integrated system allows the maximuategration and
communication of all the installations, devices aydtems present in the Gran
Sasso, both inside or outside it, and it guaranteeis control and management
in a totally automatic way, according to predefipedcedures.
The system includes an advanced radio communicationlocalization system,
capable of operating both inside and outside Grass® mountain, covering a
wide area that extends from L'Aquila city to Terawity and passing above it
through Campo Imperatore high plane. This radio roamication system,
extremely innovative, is capable of ensuring artaimsneous link between all
the subjects involved in safety, security and emecy situations and can be
used, in ordinary conditions, from all the enabdedbjects that operates inside,
outside or in the nearby of Gran Sasso mountain.
The system integrates the following components gesn Gran Sasso
mountain:
1) GSNL laboratories:

a) radio communication and localization of safeggcurity and

emergency personnel;

b) wireless communication, localization and advandeformation

service of personnel [6];

c¢) video surveillance TV (internal and external);

d) access control;

e) anti-intrusion;

f) public address;

g) video information service;

h) internal parking management system:

i) interface with incidental lost liquid monitoringystem, water source

quality monitoring, fanning system, cooling systeexperimental

devices operating in the laboratories, electricgipdy installations, fire

and dangerous gas monitoring systems, environmemtathitoring

systems;
2) highway tunnels:

a) radio communication and localization of safeggcurity and

emergency personnel;

b) predisposition for cellular phone communicatiystem installation;



c) video surveillance TV,
d) optical fibre fire sensor;
e) interface with technical installations, traffftanagement system,
environmental monitoring systems;
3) external:
a) radio communication and localization of safeggcurity and
emergency personnel;
b) interface with various systems and installatioesvironmental
monitoring systems.
The system guarantees a high degree of integratemveen the GSNL
subsystem, the highway tunnels subsystem and tleenex subsystem, ensuring
a correct and immediate control of all data andifitant events for safety,
security and emergency of Gran Sasso mountain.
In this way it has been designed a system whosetifumalities are really
superior with respect to the functionalities of gdén subsystems, devices,
installations or elements.
The system operates thanks to an advanced telecoication subsystem,
characterized by a high reliability, that is cagabf working in the presence of
the severe climate conditions present inside andidai the mountain. The
telecommunication subsystem is described later.
The designed system is characterized by a highedegf modularity and
expandability so that it is possible, in future,add and integrate any other
installation, device or apparatus in any pointjdasor outside the Gran Sasso
mountain, guaranteeing always the full control of @omponents present in
GSNL, highway tunnels or anywhere.
The integrated system concentrates the alarm $igmalenerated by the various
installations and devices in 4 control rooms, unify the management
procedures and optimizing the needs of personnsburees necessary for
organization and mainteinance.
The 4 control rooms are:
1) internal GSNL;
2) external GSNL;
3) external high way tunnels;
4) regional Civil Protection (L’Aquila city).
The system is extremely modular and flexible arldvad to add, at any time,
other control rooms or management consoles, aguprdi specific needs that
could appear in future.
The control room of regional Civil Protection issitgned to transmit, in normal
or emergency situations, significative data or ralaignalling to other subjects
such as:
1) National Civil Protection;
2) fire brigades;
3) police;
4) aqueducts management societies;
5) national park guard;
6) regional water authority;
7) Abruzzo regional administration;
8) L’Aquila provincial administration;



9) Teramo provincial administration;

10) L’Aquila prefecture

11) Teramo prefecture;

12) local town administrations;
and any other subjects that could be individuated second time and located
even at great distance from Gran Sasso mountain.
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Fig. 4 Functional block diagram of the integratedervision and control system.




The correct integration of installations and appi@sareached coordinating the
design of installations with the operative needsladforatories and highway
tunnels, from one side, and improving the use ohaachnological components
to better use their functional features, from theeoside.

The video surveillance is therefore used, for eXam view the zone where
there is an alarm signalling, restricting the pbgkimovement of safety and
security personnel only to the real needs, incngatlieir efficiency and at the
same time their safety, keeping they far away fdamgerous situations.

The supervision system works according to properuais of procedures agreed
with Civil Protection, interested Prefectures, Lediories, highway society and
all the other interested subjects.

The consoles located in the different control ro@aus manage, according to the
needs and the assigned operative level, every coempaf the system, acting
only as display units or as operative activationtsunThese consoles can be
located even at a great distance from Gran Sahaokds to the transmitting
capabilities owned by the telecommunication sulesyst

The system also allows the enabled radio unitsiqrammunications or
wireless) to operate as mobile consoles.

2.1 Design criteria of the system

The system was designed according to high reltglsliandards, since it must
works in any severe conditions.
The system is divided into autonomous subsystem2® foains reason:
1) in case of malfunctioning of any subsystem, theeoubsystems can
continue to operate, ensuring their functionaljties
2) due to its dimension and physical extension, isgral realization takes
a certain time. In this way it is possible to realeach single subsystem
that can immediately operates independently froaother subsystems.
Any subsystem is characterized by a high reliahilibeing supplied from
different electrical sources, properly backed-iat allow them to operate even
in the absence of the main electrical supply florg time.
Any component of the system is constantly and aatmally checked and
monitored from the functionality point of view, gbat any malfunctioning is
immediately individuated: in this case the necessdarm signalling is sent to
the maintenance personnel to activate the repgiogedures.
The system can anyway operate even with reducedrpences, with one or
more than one damaged components, due to the sgverative conditions such
as the one imposed by the climate conditions amah fpossible severe accident
(i.e. for example a car accident, with consequieet in the highway tunnels).
The main subsystems are:
1) the INFN laboratories subsystem;
2) the highway tunnel subsystem;
3) the external subsystem.
According to this division, even the functional sybtems (i.e. main
telecommunication subsystem; radio communicatioah lacalization of safety,
security and emergency personnel - TETRA system) ate divided to serve,
separately and independently, the 3 subsystemsenang anyway their unity.



The system was designed to reduce, as more asblgostfie environmental
impact, providing its advanced functionalities witih any interference with the
Gran Sasso environment from any point of view.

2.2 Design of telecommunication subsystem

The design of the telecommunication subsystemestarith the analysis of data
flows that must be carried by the system with ahhiglocity, reliability and
security [5].
The telecommunication subsystem is capable of ¢pgra with high
performances, in the severe climate conditionsgmtemside or outside Gran
Sasso mountain, ensuring a high security levehtd that flow inside it.
The telecommunication system is composed by 4 stbss:
1) main telecommunication subsystem;
2) radio communication and localization of safety,us#g and emergency
personnel;
3) wireless communication, localization and advancddrimation service
of personnel;
4) predisposition for cellular phone communicationteys installation in
the highway tunnels.
The main telecommunication subsystem is composed fiyed infrastructure
that is totally redundant to increase the religbibf the whole system. It is
capable of auto-reconfiguration in case of damdgeaad of it due to incidental
events. It represents the telecommunication backbminthe whole system,
allowing the communication between any element eoted to the system and
with the control rooms.
The fixed infrastructure, since it extends eventlie highway tunnels, is
characterized by a loop architecture whose bran@xtsnd in the different
tunnels. In this way, in the presence of a heaag raccident inside one tunnel
that could damage a part of the tunnel itself dmal related installations, the
telecommunications are ensured through the othanchr of the loop that
extends inside the other tunnel.
To increase the reliability of the fixed infrasttue, two different fixed
infrastructures are used: one for INFN laboratorsehsystem and one for
highway tunnel subsystem. The two infrastructure aisoop architecture that is
installed in different zones of the tunnels: instlvay, an incidental event that
should damage a part of one loop cannot damaggthiee loop.
To guarantee the maximum level of reliability, theain telecommunication
subsystem uses microwave repeaters: in this wayalavays guaranteed two
redundant channel (ground channel and air channel) ensure the
communications to reach the final destination. Anmivave repeater in installed
on the already existing pylon on Campo Imperattreponnect the control rooms
of INFN laboratories (external), highway tunnel a@idil Protection in L’Aquila
city (about 15 km away), all located on the L’Aguiprovince side of Gran
Sasso. Another microwave repeater is installed mraleeady existing pylon
located in the technical zone of Casale S. NicONEN laboratories to connect
the Teramo province side of Gran Sasso with theradide and with the top of



Prati di Tivo, where a radio base station is pregémat is illustrated later),
ensuring radio coverage until Teramo city.

The radio communication and localization of safetgcurity and emergency
personnel is designed to allow a prompt diffusidnndormation and a rapid
response of personnel involved in any emergencyatsitn. It is strongly
integrated with the other components of the telenomication system.

Due to the variety of performance requested, a&ctille access radio system has
been designed. It is capable of satisfying all ¢dbenmunication needs of the
Gran Sasso subjects. The mobile system is compmsadseries of base stations
(such as ordinary GSM or UMTS mobile communicaggatem) connected to a
central unit that manages and controls the seoficadio units of the users.

In a collective access radio system the frequeneydgnamically assigned to the
users, according to the their needs, allowing aficiefit and dynamic
management of the system.

The radio communication system allows the intereation with the internal
and the external telephone net, guaranteeing aléng of connectivity.

The used digital technology shows the following atages:

1) better quality of vocal messages;

2) higher transmission and receiving velocity;

3) lower dependence from signal receiving level;

4) higher security of conversation thanks to thedusryptographic algorithm;

5) capabilities of using the mobile units not oy phones but also as data
terminals to transmit and receive any kind of infation.

Every used radio link can be divided in 4 differaftannels, that are used
singularly or together as a function of the necgssansmission band.

The mobile system checks continuously the codirgpdimg quality of the
voice, allowing an optimal communication servicem®in the presence of noise.
The system allows a multi-level user authenticat{oser - mobile system;
mobile system — fixed net; network — network; usesser), using high security
cryptographic algorithms. It also supports a mudffic profile which allows
voice and data service with the same terminal@stdme time. The voice traffic
is based on a TDMA (Time Division Multiplexing Acg® transmission
technology while the data traffic is based on a P(®Packet Data Optimized)
transmission technology. The used PDO technologso ahllows a full
compatibility with TCP/IP protocol and all the ridd facilities.

Further, the mobile system is characterized bygh kecurity level through:

1) use of mutual authentication (radio unit — bstsd¢ion and vice versa);

2) cryptographic communications using both statid dynamic keys;

3) support of end to end cryptographic communicestio

4) disabling capabilities of stolen or lost radiuts;

5) management of data directly through IP netwaika ciphered protocol.

The radiocommunicaton system offers the followingal services:

1) individual call: this service is equivalent tbet communication through a
cellular phone (i.e. a user calls another user);

2) group call: a user calls a defined group. Evagmber of the group can listen
and talk everybody. The group is defined in a fiiway, that is each user can
be added to the group or deleted from the grogmatime;



3) direct call: two or mores radio units communrécdirectly without the support
of the base station;

4) broadcast call: that is a unidirectional pointiipoint call in a certain zone.
The zone and the users can be dynamically defined;

5) emergency call: that allows to make a high fsiarall pressing an emergency
button on the radio unit;

6) include call: that allows of calling or insedinin a call one or more
supplementary users;

7) open channel: a group of users can talk on tioeradio channel and all the
users can listen and talk at any time.

The radio communication system offers also datgicses. It is composed by a
control centre, called master site (MS) and fromaaiable number of base
stations (BS) positioned on the territory. The éaditpower is reduced, as more
as possible, to guarantee a high quality of seraicé a reduced emission of
electromagnetic fields. The BSs are located on @aingperatore and INFN
external laboratory, to ensure the service on tiglila Gran Sasso side; in
INFN Casale S. Nicola technical site and Prati ioTto ensure the service on
Teramo province Gran Sasso side. Some micro BSprasent inside highway
tunnels and underground laboratories to distrilbgelow level electromagnetic
field by means of a proper radiating cable to emsufull coverage of the Gran
Sasso interior.

The designed radio communication system allows,ngusia common
infrastructure, a lot of users to communicate witheeciprocal interference and
with a high reliability, being promptly localizedorf safety, security and
emergency purpose.

Another communication subsystem is representechéyiireless network. This
system uses light portable terminals carried by payson that goes to the
underground laboratories. This system uses a wsdl&N, distributed all over
the internal and external laboratories, which afldecalization of all the people
and any kind of communication (voice, external amdrnal phone, video, data,
etc.). The wireless system allows the implementatid advanced services,
including the capability of controlling, if the useis enabled, specific
components of the supervision system or receivenasignalling by it.

To increase the safety level of people inside thbofatory, in case of
malfunctioning of a wireless terminal, it is alstaqgmed the use of reduced
weight wireless identification device (WID) thatnskea signal to the wireless
LAN periodically. The wireless system is therefat#e to localized the owner of
WID in a totally autonomous way with respect to thieeless terminal. In this
way it is always possible to localize, with highegision, all people inside
laboratories that is an important feature in cdssnmergency evacuation.

The last telecommunication subsystem is represdnteide cellular phone in the
highway tunnels (only predisposition for instalati is designed, since the
operative frequencies are already assigned totpriglular companies that can
now install easily their systems inside tunnelallbws significant services such
as public communication of car drives, very impotta normal and emergency
conditions.

The system is complementary to the wireless sersioee the wireless terminals
are also endowed with cellular phone capabilitiesthis way the personnel



directed to the laboratories can fully utilise Wéss service using the cellular
net.

The cellular net uses the same radiating wire ubgdthe other radio
communication systems to reduce, as more as pestitd installation of wires
in the highway tunnels. It is also characterized @yeduced emission of
electromagnetic fields, since the power is gragualleased along the cable and
not emitted by means of antennas.

The telecommunication system has been designed tajmable of using satellite
connections so that it is possible to ensure itsiges, even with a reduced
velocity due to satellite link limitations, all ovthe world.

3 Conclusions

The safety, security and emergency managementmplex contests such as the
one of Gran Sasso mountain needs a detailed asalfsisks and dangers that
must be faced and a correct study, design andzagialh of an efficient
supervision and control system which is capablentégrating the different
subsystems, devices, and installations presentriagsthe maximum reciprocal
integration of the different operative subjects.

In this way it has been possible to design a pawexhd versatile integrated
system that guarantees a high level of safety a&odrigy to the Gran Sasso
community.
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