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Abstract

The security of a modern state is strongly dependeanthe use of integrated
technology systems. Any weakness of the integraystém involves a weakness
of the security of the State. For this reason hasessary to design and realize
highly integrated, efficient and reliable securitystems. The authors illustrate
the work made to design and realize the integrsgéedrity system of the Vatican
City State.
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1 Introduction

The Vatican City State extends over a surface ofiad4 hectares in the heart of
Rome in Italy. It is also composed by other detdchenes such as the summer
residence of the Pope, located in Castel Gandoticthe hills near Rome, and
others. The territory is also composed by some mapod detached Basilicas,
such as S. John and Holy Mary.

Even if the extension of the State is quite reduch@ Vatican State is
characterized by the same security needs of angr ddate that are further
amplified by the reduced dimensions of the State.

For this reason it has been designed and realizadtegrated security system
that is able of guaranteeing a high level of edfimy of the security services of
the State.



The scope of the paper is to illustrate the meptioadvanced integrated security
system, the difficulties found for its design anehlization, and the results
obtained, from its installation, in the normal ardergency situations.

Due to secrecy reasons, the integrated securitersyss illustrated according to
the general philosophy design, without illustratisigecific details that could
compromise the security of the system itself.

Figure 1: View of S. Peter Basilica and sque,nBriarcoInnade and paof
Vatican City State.

2 Roles of information and telecommunication system in
security

Information plays a crucial roles in security, &nit is vital in the typical
offence, defence and dominance phase of any cofifli@].

The general term of “information” encompasses thimels of abstraction,
distinguished by information as both content aratpss, that are:

1) data: observations, measurement, and primitiessages;

2) information: organized set of data. The orgaioral process may include
sorting, classifying, or indexing and linking data place data elements in
relational context for subsequent searching antysisa

3) knowledge: information, once analyzed and urtdets Understanding of
information provides a degree of comprehension ath bstatic and dynamic
relationships of objects of data and the abilitymiodel structure and past and
future behaviour of those objects. Knowledge inekidboth static content and
dynamic processes. Sometimes it is also calledligeace.



The role of electronically collected and managefdrimation at all levels has
increased to become a major component of any secamtext.

The electronic transmission and processing of médion content has expanded
both the scope and speed of any security prockssgreater the capability of
managing information rapidly and the higher is grebability of ensuring an
efficient defence to any kind of attack.

It is therefore clear that an efficient integrateturity system plays a crucial
roles in the transmission and management of infdomathe more it is powerful
and well designed and the more the security sy¢tetended as integration of
technologies, procedures and surveillance perspimefficient.

3 Theintegrated security system

In complex contest, such as the Vatican City Siat&, necessary to design and
realize a strongly integrated security system tmagures a high interaction
between the different subsystems that composenithis way the different
subsystems are capable of interacting reciprodéalpn efficient and coordinate
way, showing, at the same time, a high degree abiliyy, to let the security
personnel to receive, in real time, the differerbimations necessary to manage
not only security but also emergency situations.

In integrated security systems the information ngemaent represents a very
important factor for the functionality and efficignof the systems themselves.
In fact, due to their intrinsic nature, these systegenerate a considerable
information flow inside them that must be correchjdressed, coordinated, and
eventually stored on temporary or permanent menmsugports, to avoid
overcharging or over dimensioning of communicatidmannels and storing
devices.

The system is properly divided into subsystems thea illustrated in the
following.

The system guarantees a high degree of integrdietween the different
subsystems, ensuring a correct and immediate dasftadl data and significant
events for security management and control.

In this way it has been designed a system whosetifumalities are really
superior with respect to the functionalities ofgdasubsystems.

The system operates thanks to an advanced telecoication subsystem,
characterized by a high reliability, that is cagabf working in the presence of
any critical condition. The telecommunication systds described in the
following.

The designed system is characterized by a highedegf modularity and
expandability so that it is possible, at any tinreeadd and integrate any other
subsystem, device or installation in any pointhe# State, guaranteeing always
the full control of any components.

The system is controlled by a proper main secuntym and some secondary
security rooms that allow the total control of tleystem in case of
malfunctioning or damaging of the main control room



The realized integrated system has been designesidesing also the

psychological and ergonomic aspects of the operaibithe control rooms, to

avoid information overcharges that would induceesgr and reduction of
attention level, decreasing their performances.

For this reason the information flow is processed aeduced in ordinary

conditions and properly increased in emergencysdnos, when the operators of
the control rooms and the other personnel mustdademanage directly events
that could become dangerous for people or goods.

The operators and the personnel are properly antincously trained to make
them able of analyzing and studying the dangereoasts, to face them through
proper functional and efficient procedures allowled the high degree of

integration of the system.

3.1 Design criteria of the system

To design the integrated system it has been nagetssdo a proper analysis of
the risks that could menace the security of thaeSita normal and critical
conditions.
Critical conditions verify generally during the gteevents when hundreds of
thousand of people go into S. Peter square inrdsepce of the Pope.
It must not be forget that normally some parts ativan City State such as S.
Peter Basilica and Vatican Museums are visited blyom of people each year,
posing severe requisites to the system by theysafet security point of view.
Once individuated the possible risks and the rdlateuntermeasures and
procedures to manage and control them, it has pessible to design the whole
system.
The system was designed according to high reltglsliandards, since it must
work in any severe and critical condition evenha tase of lost or damaging of
part of it.
The system is therefore divided into autonomoussygstems for reliability
reasons since in case of malfunctioning of any ystes, or of parts of it, the
other subsystems can continue to operate, enstimégfunctionalities.
Any subsystem is characterized by a high reliahilibeing supplied from
different electrical sources, properly backed-iat allow them to operate even
in the absence of the main electrical supply flumg time.
Any subsystem is also divided in subcomponentdlyotaitonomous from the
operative point of view, to increase the reliapibtff the subsystems themselves.
Any components of the system is constantly and raatcally checked and
monitored from the functionality point of view, gbat any malfunctioning is
immediately revealed: in this case the necessamynabignalling is sent to the
maintenance personnel for a prompt repairing.
The system can anyway operate, even with reducefdrp®nces, with one or
more than one damaged components, due to the seperative conditions
imposed by the security needs of the Vatican State.
The main subsystems are:

1) the telecommunication subsystem;

2) the video surveillance TV subsystem;



3) the access control subsystem

4) the anti-intrusion subsystem.
The system was designed and realized to reducenae as possible, the
esthetical impact on the architecture of the Staegviding its advanced
functionalities without disturbing the artistic Eyof the buildings from any
point of view.
The system is controlled by a main control room dydsecondary control
rooms.
The system is also endowed by disaster recovenabilities that is the
capabilities of transferring the partial or totadntrol of the whole security
system to secondary control rooms in case of metfoming or damaging of the
main control room. In this way the full control tife whole system is always
ensured.
Once individuated the number of components andcdsvio be installed on the
field, it has been possible to design the functi@nehitecture of the subsystems
and to calculate the generated data flows that rbestransmitted inside and
outside the system. This allows to design the tefenunication system that
represents the backbone of the whole security syste
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Fig.2 Scheme of integrated security system
3.2 Thetelecommunication subsystem

The telecommunication subsystem is used not omlydae but also for security
data communication [3-7].



It is the backbone of the integrated security sys(eideo surveillance CCTV,
access control, intrusion detection, etc.), engudadvanced functionalities and
performances.

The telecommunication system of the Vatican Cigt&has already been shown
in details [7]: in the following only a synthesiéthe main features is illustrated.
The telecommunication subsystem is composed bystramgly integrated sub-
systems: fixed infrastructure and mobile infrastoue. Both of them are
illustrated in the following.

The mobile infrastructure is also capable of ussagellite connections which
ensures the same security levels of the centréé 8tahe personnel that follows
the Pope during His Pastoral travels all over therldv In this way, the
connection with the central system is always guae) realizing a flexible and
reconfigurable system that can easily and effityegttends in different parts of
the world at the same time.

The whole telecommunication subsystem is contrdigthe security rooms that
check not only the security of the Vatican Cityt8thut also the functionalities
of any component of the integrated system, inclgdime telecommunication
subsystem. Any malfunctioning is immediately sidgdito the operator that can
activate the related procedures to guarantee theémman functionality of the
system.

The design of the telecommunication subsystemestaviith the analysis of
security data flows that must be carried by theéesys

The main data flow of the integrated system areeg@nd by video cameras,
alarms, access control, voice communications, anttal data.

Once known the total flow that must be carried hg telecommunication
system, it has been possible to design it, dividingto a fixed system and a
mobile system. Each system has been designed amgdadthe peculiar data
flows that must be carried, following the criterilustrated in the next
paragraphs.

The telecommunication subsystem is totally sepdrafeom the other
telecommunication systems of the State, to avdetf@rences that could weaken
the system itself.

Further it has been designed to guarantee a hiigivitity and availability using
a high redundancy. In particular, it is endowecdhweittotal autonomous electrical
supply system.

The telecommunication subsystem is continuouslyandmatically checked so
that any malfunctioning is immediately signalleddarepaired. The control
software examines any data flow to check any i@y or overcharge of the
system. Further, the system has been design tcamgar a high quality of
service (QoS) and class of service (CoS).

The fixed telecommunication system is composed rbptical loop backbone
based on ATM technology and by secondary branchesed on different
technologies (Ethernet, etc.).

The main data flow moves on the optical loop backbavhere it is diverted
towards the desired point exiting or entering tlgtouproper Add/Drop



Multiplexer (Add/Drop Mux) nodes that spill in oubthe traffic from the main
high velocity loop towards the secondary reducddoiy net.

The optical backbone is characterized by a highimddncy using two loops, so
that an interruption of a part or of a whole losgproperly recovered, generating
a new path, using the other loop. In this way thainmoop is capable of
guaranteeing a high reliability and availabilityhel two loops composing the
high redundancy loop do not follow the same paithgesany voluntary or not
voluntary cut of one loop cable of the net doesimtrrupt the other cable of the
net.

The mobile communication subsystem is designedldava prompt diffusion of
security information and a rapid response of persbrinvolved in any
emergency situation. It is strongly integrated wtitle other components of the
telecommunication subsystem.

Due to the variety of problem involved, a colleetiaccess radio system has been
designed and realized. It is capable of satisfylhghe security communication
needs of the State. The mobile system is compogeal deries of base stations
(such as ordinary GSM or UMTS mobile communicasyatem) connected to a
central unit that manages and controls the sepficadio units of the users.
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Figure 3: Main functionalities of the mobile comnzation system



In a collective access radio system the frequeneydgnamically assigned to the
users, according to the their needs, allowing aficiefit and dynamic
management of the system.

The mobile system allows the interconnection wité internal and the external
telephone net, guaranteeing a high level of coivigct

The used digital technology is characterized byféilewing advantages:

1) better quality of vocal messages;

2) higher transmission and reception velocity;

3) lower dependence from signal reception level,

4) higher security of conversation thanks to thedusryptographic algorithm;

5) capabilities of using the mobile units not omly phones but also as data
terminals to transmit and receive any kind of infation.

Every used radio link can be divided in 4 differaftannels, that are used
singularly or together as a function of the necgsgansmission band.

The mobile subsystem checks continuously the cddéopding quality of the
voice, allowing an optimal communication serviceemvin the presence of
noises.

The system allows a multi-level user authenticat{oser - mobile system;
mobile system — fixed net; network — network; usesser), using high security
cryptographic algorithms. It also supports a mudffic profile which allows
voice and data service with the same terminal@stme time. The voice traffic
is based on a TDMA (Time Division Multiplexing Acg® transmission
technology while the data traffic is based on a P(Packet Data Optimized)
transmission technology. The used PDO technologso ahllows a full
compatibility with TCP/IP protocol and all the ridd facilities.

The mobile subsystem ensures the following funetiities:

1) full-duplex communications;

2) capabilities of defining user groups whom assiglomogeneous
communications services;

3) use of only one radio base temporal slot for ¢benmunication of user
belonging to the same group;

4) simultaneous delivery of information to the ssef the same group;

5) communication channel assignment in less th@&mnag)

6) direct communication between different radiotsinwithout using the main
infrastructure;

7) dynamic management of the queued calls (abs#rost calls).

Further, the mobile subsystem is characterized tigta security level through:
1) use of mutual authentication (radio unit — bsts¢ion and vice versa);

2) cryptographic communications using both statid dynamic keys;

3) support of end to end cryptographic communicetio

4) disabling capabilities of stolen or lost radits;

5) management of data directly through IP netwaika ciphered protocol.

The mobile subsystem offers the following vocalvamss:

1) individual call: this service is equivalent tbhet communication through a
cellular phone (i.e. a user calls another user);



2) group call: a user calls a defined group. Evaegmber of the group can listen
and talk everybody. The group is defined in a fiiway, that is each user can
be added to the group or deleted from the grogmwatime;

3) direct call: two or mores radio units communrécdirectly without the support
of the base station;

4) broadcast call: that is a unidirectional pointiipoint call in a certain zone.
The zone and the users can be dynamically defined,;

5) emergency call: that allows to make a high ftsiarall pressing an emergency
button on the radio unit;

6) include call: that allows of calling or insedinin a call one or more
supplementary users;

7) open channel: a group of users can talk on @ioeradio channel and all the
users can listen and talk at any time.

The mobile system offers the following data sersice

1) status transmission: that allows to broadcasttsiind predefined messages
from the dispatcher to the radio units and vicesagr

2) short data service: that allows to send preddfimessages to single users or
group of users;

3) data transmission using a circuit commutatioeo

4) data transmission using a packet commutationen@®&5, TCP/IP).

The mobile communication system is composed by mtrab centre, called
master site (MS) and from a variable number of Iségttons (BS) positioned on
the territory.

Every BS can support 4 radio channels per transthittrrier and can operate
simultaneously on different carriers. The emittesver per carrier is of about 25
W ERP.

The MS is located in a protected zone inside th& roantrol room. The main
operator console is connected directly to the M®netit is possible to operate
directly on the mobile system, programming the blasa and the users profiles.
The MS is connected directly to the PBX to integfawmith the internal and
external telephone lines.

The radio units are characterized by reduced dimeasand weight and by
emitted powers varying between 1 W and 10 W, alwaysuring the better
communication quality between the radio units dreriearest BS.

The telecommunication subsystem has been designdxt tcapable of using
satellite connections so that it is possible touemsthe telecommunication
services all over the world, following the Pastdralels of the Pope.

To ensure this kind of service it has been desigredi realized a mobile unit,
capable of guaranteeing the mobile communicatingiglé its coverage area and
of exchanging data with the control rooms of thetiéén City State using
satellite connections. Different kind of satellitennections can be made.

The difficulties of the satellite connection is repented by the need of ensuring
a reduced communication delay to avoid that therdgcprotocol of the mobile
communications unit could interrupt the communim@tsince it doesn’t respect
the security standards.



3.3 Thevideo surveillance TV subsystem

The video surveillance TV subsystem is designealltiw the security operators
to verify and control in real time any events, nging them immediately,
through the telecommunication system, together thighsecurity personnel.

The system is also designed to allow the secunitgrators to study, verify,
analyze and understand, in a second time, angalrigvent, to reconstruct the
initial phase. This is allowed only when it is pibés to be aided by high quality
images.

Due to the elevate numbers of critical zones thastrbe accurately checked, an
elevate number of cameras have been installedvell the State and in the
detached territories.

For this reason it has been necessary to studylesign solutions characterized
by an elevate technological profile, aimed at eingua high quality of images
and a high flexibility in video signal managing amdording.

All the cameras, both fixed and dome, are charaetgby professional standard
quality to promptly respond to the security neefdhe State.

The images produced by the cameras and the teleiatin necessary to move
the dome cameras in the pan-tilt-zoom movementdransmitted by means of
the telecommunication subsystem.

The high quality images converge towards the contvoms where they are
properly stored in high quality digital recorderlte eventually seen later. Video
images are stored into memory for a long time toicnof losing important
elements necessary to reconstruct eventual créicahts.

Thanks to the high quality of the images it is flassto analyze them by means
of proper image analysis tool such as motion detextd so on. In this way even
if the operators lose significant details of thesrss, the system is always
capable of signalling it using its powerful autoioaiapabilities.

Particular care was taken in designing the humatesy interface from the
control room point of view. All the controls are deaby means of simplified
interfaces such as guided menus, keyboards antigkg;sreducing as more as
possible the complexity, making them extremely #gendly. In this way the
stress of the operators is reduced, letting thela tbface any critical events
with the necessary concentration.

3.4 Theaccess control subsystem

The access control subsystem is divided into imesubsystem and external
subsystem. Since the internal subsystem is corsldefassified, it is not
illustrated here.

In the following only the external subsystem is sidered.

The entrances of the Vatican City State are locatedifferent points of the
external perimeter.

They are generally protected by two controls:

1) the first control, made by the Swiss Guards;

2) the second control, made by the security perdasfithe Gendarmerie.



These kind of control is extended in different ingd zones, to increase the
sectoring and the security level.

Through these entrances all the vehicle traffic twedmost of people flow.

Due to the elevated number of vehicles and peaptierieg each day, it is quite
difficult to control and identify each enabled setijusing only human control or
anyway it is quite difficult to make it in real taxdue to the consistent volume of
traffic.

For this reason two systems have been designetkatized:

1) car licence plate recognition;

2) face recognition;

that work synergistically.

Once a vehicle approaches an entrance, the systemgh the video
surveillance system, acquires the licence plate iamdediately check if it is
enabled to enter. Anyway the vehicle is visuallypteolled by the Swiss Guards
before and by the security personnel of the Genddemafter. If the vehicle is
not enabled, an immediate signalling is sent tactirerol personnel.
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Fig.3 An entrance of Vatican City State ontrollquWiss Guards.



In the same way each face of entering people iskelteby the face recognition
module of the access control subsystem.

The strong interaction of the mentioned accessrebntodules, together with
the other subsystems, ensures an easy and effioEmigement of access to the
State and inside the different internal zones efState.

3.5 Theanti-intrusion subsystem

The critical perimeter of the State and the interiare protected by the anti-
intrusion subsystem that is strictly connected wihk video surveillance TV
system.

In case of alarm, the signalling is immediatelyngaitted to the video
surveillance subsystem that alerts the operatamitching the interested zone by
means of the nearest camera.

The video surveillance subsystem is also usedogtineszones, as anti-intrusion
by means of its advanced digital motion detectiapabilities. In this case the
zones that must be controlled are shown on a moaitd proper bordered using
a mouse: when a movement takes place in the batderge, an alarm signalling
is immediately activated.

This subsystem is vital not only for normal perierdiut also for public interface
perimeter, such as inside S. Peter Basilica angt&atMuseums.

4 Conclusions

The security management in complex contests suthea¥atican State needs a
detailed risk analysis of menaces and dangersntiiat be faced and a correct
study, design and realization of an efficient telamunication system that is
capable of integrating the different security suidsgns, ensuring the maximum
reciprocal interaction of the different subsystemwlved.

In this way it has been possible to realize a powend versatile integrated
security system that guarantees a high level afrgigcservices of the State.
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