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ABSTRACT

The performance of four passive optical networkotogies in implementing multi-user quantum key riigttion is

compared, using 3 protocols proposed by quantumptagyaphy (B92, EPR, SSP). The networks considaredthe
passive-star network, the optical-ring network dase the Sagnac interferometer, the wavelengtretboetwork, and
the wavelength-addressed bus network . An anabfsise quantum bit-error rate and sifted key ratedach of these
topologies is used to determine their suitabiliy providing quantum key distribution-service tawerks of various
sizes. The efficiency of the three considered maitois also determinated.
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1. INTRODUCTION

The quantum cryptography term represents the seheftechniques which allow two entities, Alice aBdb, to
exchange reserved information by means of a quachannel. A quantum channel is an optical chanaogeémed by
the quantum mechanics. The job in cryptographitd figf the quantum mechanics allows results impdssib be
obtained with the only mathematics. More precistdiking about quantum key distribution (QKD) ispmptune. The
guantum channel is used to transmit a sequencigsofell known only to Alice and Bob and then atdeconstitute the
secret key of a cryptographic system. Thereforendse communications, which are ciphered with skeh, can be
made on a conventional channel (not quantum). QK& rinethod for securely distributing encryptionscéat are used
for secure communications. These quantum systeensaed on the theorem of Heisenberg [1], accotdimghich the
measurement of a quantum system generally peritirlisd gives an incomplete piece of information lda state
preceding the measurement, and on the quantumondiigl theorem [2], which forbids the perfect comywf two non-
orthogonal quantum states. Therefore the quantumren®f a channel makes sure that any intercepomoticed.
Hence an eavesdropper, Eve, cannot get any infammabout the communication without introducing tpdsations
which would reveal her presence. To share a skegetAlice and Bob must follow a protocol (BB84, BEPR, SSP,
etc.). Once developed the procedure requestedéopristocol, if any eavesdropper were not noticeliteAand Bob
share a secret key, which exchanged themselveswtitiaving to turn to a third reliable part andially sharing no
information, except that the one necessary to atittete their communications part. The frequenaydusy Alice and
Bob to share the sifted secret key is denominafetikey rate (Brr). To reveal the presence of an eavesdropper, Eve,
Alice and Bob monitor the quantum bit error rateBER). If the QBER exceeds a certain threshold theden
communication is just considered as not safe aecetbre the secret key is discarded. The secumgshold depends
on the used protocol. The QBER and thg-FRare considered the fundamental parameters to aealhe performances
of a quantum channel. This analysis has already beee for BB84 protocol [3, 4]. The purpose oftpaper is to
extend the mentioned analysis to other three conpnotocols that are B92, EPR and SSP.

2. PROTOCOLS

2.1B92

In an article of 1992 Charles Bennett proposedva pretocol, B92 [5, 8]. Both the transmitter “Alitand the receiver
“Bob” generate an independent random bit sequefliee then transmits her random bit sequence to Bsihg a
clocked sequence of linearly polarized individuabfns with polarization angles chosen accordingetobit values as
given by 0=0 and 45%1. In each time period, Bob makes a polarizatiormasneement on an incoming photon by
orientating the transmission axis of his polarizecording to his bit value as given by -#6°and 90=1. It means that
Bob will detect only that subset of incoming phatdhat goes through his polarizer. We refer todhestances as “un-
ambiguous” since when they occur, Alice and Bob lbarsure that their polarization settings wereartdtogonal and,



consequently, that their bit values were the saméh(0 or both 1). Conversely, the instances irctviidob receives no
photon are referred to as “ambiguous”. In fact, Bl®sn't receive any photons when these are aldipehis
polarizer. It absorbs all photons that are orthadjavith his axis (when Alice’s and Bob’s bit valuase not the same),
but it also absorbs, with probability 1/2, some foins that are not orthogonal with his axis (Alicated Bob’s bit values
are the same). It means that Bob will detect, arage, only 1/4 of incoming photons. Bob then usesauthenticated
public channel to inform Alice of the time slotswvrich he detected bits (1/4 on average), so theyextract a shared
bit sequence, the key, from the initial randomskijuence. The B92 protocol is intrinsically le§greint than the given
BB84 that, also in ideal conditions (when no bittloé raw key is to be deleted), only 1/4 of the uilsps gives a key
bits, while with BB84 protocol fraction is 1/2. Ehinefficiency is the price that Alice and Bob mpay for secrecy.

2.2 Six State Protocol (SSP)

The Six State Protocol (SSP) encodes classicalibi€s states: the 4 states of BB84 (0°, 90°, +4585°) with the
addition of 2 polarization states. Because of hmmlex nature of his coefficients, Hilbert spacdi@ensional admits
also a third base (circular) conjugate to bothrdwtilinear and diagonal bases:

: |3>=(|0°>*%+i|90°>*%) &
- |i>=(|0°>*%-i|90°>*%) (i=v-1)

In the SSP the polarization states are assemblé&drian-orthogonal basis placed along Cartesian akese: x =
rectilinear base ( 0°, 90°); y = diagonal basé5(+ -45°); z = circular basdaz>, |i>). Conventionally, one attributes

the binary value 0 to states 0°, 45° alEn> and the value 1 to the other three states. Ifitsiestep, Alice sends one

photon to Bob choosing at random one of the these® (X, y, z). Next, Bob measures the incomingguisoin one of
the three bases, chosen at random. If Alice andli&dh choose the same random basis, then Bob’sumegasnts will
have a deterministic outcome. Conversely, the oo&cof his measurement becomes probabilistic. Irsémnd step,
Alice and Bob communicate over a public channeldmpare the bases in which the bits were encodedraasured.
The bits that are sent and measured in differesedare discarded. The remaining bits (on averé&gjeflinitial
sequence) shared between Alice and Bob form theGempared to the other protocols, SSP has theekigtymmetry
of the bit state space. This symmetry reduces Ewoptinal information gain for a given error rate EX8. If Eve
measures every photon, the QBER is 33%, compar28%oin the case of the BB84 protocol [1].

2.3 EPR

The protocols described up to now foresee thateAdiends the photons to Bob, where the state gfttbeon codifies
the value of the bit to be transmitted. In the BRBtocol [7], each of the two parts receives aiparbelonging to a
couple, produced by a third source. Ekert (199%F) devised a quantum protocol based on the propesfiguantum
correlated particles. Einstein, Podolsky and Rof€RR) [9] point out an interesting phenomenon irargum
mechanics. According to their theory, the EPR eftexurs when a pair of quantum mechanically cateel photons,
called the entangled photons, is emitted from ac®uThe entanglement may arise out of conservaifoangular
momentum. As a result, each photon is in an unddfipolarization. Yet, the two photons always giygpasite
polarizations when measured along the same basise £PR pairs can be pairs of particles separategreat
distances, this leads to what appears to be a @ecad “action at a distance”. It is possible teate a pair of photons
(each of which we label below with the subscripta#d B, respectively), with the correlated lineatapizations [10].
This correlation is given by the following expressiand represents the polarization state of tirg@atangled state):
W(AB)= (|0°>, |90°> -[90°>, |0°>,) * % (2)

Einstein (1935) then states that such quantum letioe phenomena could be a strong indication thantum
mechanics is incomplete and that there exist “hidd®iables”, inaccessible to experiments, whicpl&x such “action
at a distance”. Bell [11] gave a means for actugdbting for locally hidden variable (LHV) theoridde proved that all
such LHV theories must satisfy the Bell inequali®uantum mechanics has been shown to violate tguality. The
EPR quantum protocol is a 3 state protocol thas i&&l’'s inequality to detect the presence or absesf Eve as a
hidden variable. We now describe a simplified vamsof this protocol in terms of the polarizatiomtss of an EPR
photon pair. An EPR pair is created at the sou@re photon of the constructed EPR pair is sentlimeAthe other to



Bob. Alice and Bob use the same bases to preparenaasure their particles. A similar setup, buhvBbb’s bases
rotated by 45° [12], can be used to test the \imadf Bell inequality, that it's used to detecethresence or absence of
Eve. Alice records his measured bit. On the othemdh Bob records the complement of his measuredThis
procedure is repeated for as many EPR pairs adeédice and Bob carry on a discussion over aiputfiannel to
determine the correct bases they used for measatefach of them then separates its respectivedojtiences into
two sub-sequences. One subsequence, called rawcérygists of those bits at which they used the shasis for
measurement. The other subsequence, called rejeeyedonsists of all the remaining bits. Unlike tBB84 and B92
protocols, the EPR protocol, instead of discardejgcted key, actually uses it to detect Eve’sgmes. Alice and Bob
now carry on a discussion over a public channelparing their respective rejected keys to determihether or not
Bell's inequality is satisfied. If it is, Eve’s mence is detected. If not, then Eve is absenhisnvtay the probability that
they choose the same basis is reduced from 1/29t¢12, but at the same time as they establishyatkey collect
enough data to test Bell inequality .

3. TOPOLOGIESOF THE MULTI-USER QKD NETWORKS

The first experimental implementation of QKD ocadrduring the October 1989 in Montreal Universityhen
encryption keys were transmitted through 30 cmiofising polarization-encoded photons. It was shévat the use of
orthogonal states on more than 10 km of opticalefits impossible, according to the characteristitshe sources
available at present [2, 14]. To allow transmissi@t distances always longer, it is therefore rssrgsthe use of
systems different from the ones used before. Itiqudar, when using an interferometer, we can eacgdbits in an
interferometric phase state. We explain, as exantpk implementation of B92 using an interferomeiMice encodes
the photons with her phase modulator (PM) by rarigarhoosing one of two phase shifts: 0 amdShe associates 0
with qubit 0, andr’2 with qubit 1. Bob makes his measurement chooaitngindom between aw2 or 1t phase shift.
Only photons with a final phase shift /2 or +17/2 (the difference of Alice’s and Bob’s phase s)itan produce a
qubit with probability 1/2. Every photon which prazkes a final phase of 0 ar does not produce any qubit and is
deleted. Thus, whenever Bob measures correctlyt Qub routed to Detector 1 (Detl) and qubit Dietector 2 (Det2).
Bob then uses an authenticated public channefdonmAlice of the time slots in which he obtaineabit and then they
use the shared subset of their initial randomédxugnces represented by these time slots as d kisyprocess creates
the sifted key. Now we introduce the four QKD netlwtopologies to be compared [3]. These netwoheasp-encode
the qubits in optical fiber interferometers. Theicgl-ring network uses a Sagnac interferometédrothler topologies
are implemented with unbalanced Mach-Zehnder ertenfieters (MZIs). The unbalanced MZI is a modifmatbf the
standard MZI with improved interference stabilifyhis improved stability comes at the expense ofdB3oss, since
half of the photons transmitted through it are lnghe non-interfering path combinations of theeiferometer [1]. This
makes networks that use the unbalanced MZIls masy)ahus lowering their sifted key rate and insieg their
QBER. The single-photon sources used in the netwoplologies and in the calculations are modellechigbly
attenuated laser pulses that are typically usgquraetice and contain an average of 0.1 photon pksepThe single-
photon detectors are also modelled as the respufingated avalanche photodiodes operated in Geigelenfil5]. In
general, Alice is defined as the user that provitiesqubit information in the four bases, and Bobéfined as the user
that chooses between the two non-orthogonal basés Bor the passive-star (fig. 1), wavelengtheduffig. 3), and
wavelength-addressed bus (fig. 4) topologies, Abcehe network controller. She is equipped withuabalanced MZI,
a pulsed laser source (PLS), a tunable attenudtdy, @and a 4-state PM (Phase Modulator). The uatthe receiving
end (Bob, Chris, ... N-th user) choose between tleertan-orthogonal bases. Each one of them has anmbalanced
MZI, a two-state PM, and a pair of single-photortedtors (Detl and Det2). The optical-ring netwofik.(2) is
significantly different from the others. Here, Bibthe network controller and services multiplec&k. Bob’s setup
consists of a laser source, two detectors, a teke-§tM, and a circulator. Each Alice possessesafdyr-state PM.

3.1 Passive-Star Network

The topology of the passive-star QKD network isvemoin figure 1. A passive-star QKD network was ftfirs
demonstrated by Townsend to connect four users®vekm of optical fiber [16]. This topology is &ntension of the

two-user system, with Alice linked to receiversotigh a 1xN splitter. Due to the indivisible natofehe photon, each
photon is randomly routed to a single user by tkié 4plitter. This topology can be easily implemehbeit suffers from

the effective loss induced by the 1 splitter, whielduces the probability of photons reaching theeaters of any

particular user. This reduction scales inverselytres number of users on the network. For examplthree-user



network having a 1x2 splitter reduces the probgbilhat a photon will reach the desired receiver Hayf and

consequently acts as a 3 dB attenuator. A 17-ustevank containing a 1x16 splitter operates effedtiiike a 12 dB
attenuator, and so on. Although this drawback aapdrtially mitigated by higher initial qubit rateke routing of the
photons to each user is inherently non-determmigtor example, the mean detection rate at eachaftr a 1xN

splitter is 1/Nth of the detection rate of a sinBleb without the 1xN splitter. However, since tloaiting of photons to
each user through the 1xN splitter is random, gtgwen time, some users will receive photons atte above the
mean detection rate of 1/Nth, and some users adkive photons at a rate below the mean detectiten This non-
deterministic detection rate will constrain theigasof secure quantum networks by limiting the amtoaf information

that can be securely encrypted.

3.2 Optical-Ring Network based on Sagnac I nterferometer

Figure 2 shows the schematic diagram of the optiogl network topology. A two-user QKD system basedthe
optical fiber Sagnac interferometer has been detrates by Nishioka et aJ3]. This topology is significantly different
from the topologies based on the unbalanced MAkssingle-photon pulse enters the Sagnac interfiemthrough an
optical circulator. This pulse splits into two mam the 50/50 coupler, and each part travels atdhe Sagnac loop in
clockwise (CW) and counter clockwise (CCW) direntip respectively. Any user on the loop that is cemicating
with Bob modulates the pulse travelling in the Ciféction. Bob modulates the pulse travelling in @@W direction.
The position of Bob’s PM is important since thegeuthat it modulates must be returning from itswbtrip in the loop
in order to prevent any information about Bob’s miation choice from travelling through the loop.ti#ning and
control mechanism must also be established sootiigitone Alice can modulate the photon at a timpotJtravelling
around the loop, the pulses interfere in the coualel enter one of two photon detectors. Phototer édetector 1
(Detl in fig. 2) when they experience a phase $fgftveen the CW and CCW pulses inside the Sagtadarometer.
On the other hand, they enter Detector 2 (Det2gnZ) when they experience ar phase shift between the CW and
CCW pulses inside the Sagnac interferometer. Tign&ainterferometer has the advantage of beingfifome thermal
fluctuations since the counter propagating pulsasspghrough the exact same fiber paths inside abg. IAnother
potential advantage is that each user on the nkfvescept Bob, contains only a single-PM and not@haletectors.
This can simplify any deployment of a secure riegwork using the Sagnac because Bob is the onlythaerequires
the single-photon detectors.
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Fig. 1: Passive-star multi-user QKD network. ig.2: Optical-ring multi-user QKD network.

3.3 Wavelength-Routed Network

The schematic diagram of the wavelength-routed oedwopology is depicted in figure 3. This topology

implemented with unbalanced MZIs and it is veryiEmin layout to the star network. The greaterfaiénce is that
Alice has the ability to control which user recawhe photons by employing a wavelength-routingesah Alice is

equipped with a wavelength tunable pulsed laserceo(PLS) and the receivers are assigned their wawelength

channel. Alice transmits to a particular user hyirig her source to that user’'s wavelength and twgns are routed
via an arrayed waveguide grating (AWG). The advgataf this topology is that the insertion loss loé tAWG is

approximately uniform regardless of the number lb&rmels. Theoretically, the number of users that kind of

network support is limited only by the channel spgoof the AWG and the bandwidth of the fiber. lddéion, the



single-photon detectors must be sensitive for titeeerange of frequencies used in the networksThinot a problem
since avalanche-photodiode (APD)-based single-phde&tectors respond to a much broader spectrumthigainand of
wavelengths used in multi-wavelength networks.

3.4 Wavelength-Addressed Bus Network

The wavelength-addressed bus network is also basdide unbalanced MZI setup and it is shown inrégd. Like the

wavelength-routed network, this network also allaMise to route her photons to a desired user lnyntythe photons
to a desired wavelength. In such a system, Aliegiipped with a tunable PLS, and each receivassgned their own
wavelength channel. Alice selects an intended vecddy tuning her source to that user’s wavelemgith transmits the
encoded photons along the bus. The receivers ameected to the bus line through a fiber Bragg ga{iG), which

allows them to retrieve only the photons intendadtiiem. These gratings are designed to reflectopisoof a specific
wavelength to a given user and transmit all othEh& network accommodates multiple users by plasagral fiber
Bragg gratings in series along the bus. One of iegits of this topology is that it can be easilypanded to
accommodate more users by simply tapping the bdisneserting a suitable grating.

! 1
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Fig. 3: Wavelength-routed multi-user QKD network Fig. 4: Wavelength-addressed bus multi-user QKvagk.

4. SECURITY THRESHOLD

Due to the principles of quantum mechanics desdrdi®ve, it is impossible for the spy Eve to ganfect knowledge
of the quantum state sent from Alice to Bob. Heaoceeavesdropper, Eve, cannot get any informatimutathe
communication without introducing perturbations efhiwould reveal her presence. We always have satector
noise, misalignments of detectors and so on. ltilshbe pointed out that we cannot even in princgifinguish errors
due to noise from errors due to eavesdropping iactiWe therefore assume that all errors are dueateesdropping.
Nevertheless, she can acquire some knowledge. Bromformation theoretic point of view, the natuna¢asure of
“knowledge” about some signal is the Shannon infdiom. It is measured in bits and can be definegdafoy two
parties, the sender of the signal and the obsérgeeiver). In general terms, the knowledge ofdhserver consists of
obtained measurement results and any additionaegad knowledge, like the announced basis of sigimathe SSP
protocol. The QBER, which is indicative of the setyuand post-error-correction net key rate, isfusfor assessing the
performance of the network. High QBER values in Q&Btems lower the net key rate during the errarection stage
of the protocol [1]. In addition, high QBER allows eavesdropper to gain more information aboutrdresmitted keys
at the expense of the legitimate receiver. It hsenbshown that for QBERs above a security threslaoleavesdropper
can actually gain more information than the legiienreceiver. If this happens, it is not possibleise any privacy-
amplification technique. Therefore, when desigranQKD network, it is necessary to ensure that tseline QBER is
below this security threshold so that privacy afigdtion strategies may be used to eliminate argnitedge gained by
Eve [1]. For QBERSs under this threshold (QBfERhe Shannon information between Alice and Bgp)(is higher than
that in Eva's possessior {l For QBERs over the threshold, Eve has moremdbion than Alice and Bob:

QBER < QBER s> g 3

QBER > QBER he < lg

Bounds on the obtainable Shannon information faresdropping on single bits can be found in therditgre for
different protocols. Fuchs et al. give bounds fog EPR [17] and the B92 protocol [18]. A bound floe Six State



Protocol was also obtained [19]. These boundsllasdrated in figure 5, 6, 7 for each of used pecolo Note the trade-
off between Eve’s information gain and the distmd®mshe causes: more information for Eve meanshigiror rate
for Bob. For reasonably low error rates Eve’s matimformation is smallest in the six-state protpas it uses the
biggest ensemble of input states. Furthermore campd&va’'s Shannon Information with the Shannoroinfation

between Alice and Bob; we are able to determirtaetireshold for the QBER for each of the usedgomais.

Shannon Information B92 Shannon Information SSP
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5. KEY PARAMETERSIN QKD

QBER and Ry are two parameters used to measure the perfornednmetwork topologies which offer QKD service.
The QBER and sifted key rate equations that ard us¢he simulations are illustrated in this sectidMore detailed
discussions on the physical principles underlylmese equations are provided in references [1 -T2%].sifted keys are
those keys shared by Alice and Bob when they mak®patible basis choices [20]:

Rsirr= g Rraw (4)

Rraw = frepH tunk N (raw key rate) ®)

where gdepends on protocol (for example, in BB84 protapel 1/2 because half the time Alice and Bob basesat
compatible), £ep is the repetition frequency, i3 the average number of photons per pulgg s the transmission
coefficient of the link and is Bob’s detection efficiency. The transmissionftioent is related to the loss (in dB per
km) and length L (in km) of the fiber, the loss daghe number of userg(N) ( dB), and the topology selected, by:

tnk = 10—(IFL+IN(N)+IT)/10 (6)
The topology choice introduces a topology loss tamid; (in dB) that is an overhead of loss involved irrking with a

particular topology. This quantity is constant neliess of a network’s fiber length and number afrasThe topology
loss has 4 components: end-user losses arising lireses in the receiver’s interferometer, routiogsl caused by the



device that selects the user that receives theophtite non-interfering path combination loss ie tmbalanced MZIs
(for those topologies that use them), and miscetias losses, such as those caused by connectorsploes. The
QBER is defined as the number of wrong bits tottiial number of received bigd it is normally in the order of a few
percent. In the following we will use it expressexa function of rates [1]:

QBER: Rerror ~ Rerror (7)

Rsirr + Rerror - RsiFr
One can distinguish three different contributioosRtrror The first one arises because of photons endinin upe
wrong detector, due to imperfect interference dapration contrast. The rate;R is given by the product of the sifted
key rate and the probability,Fr of a photon going in the wrong detector:
Ropt = RsiFt Popt (8)
This contribution can be considered, for a givetauge as an intrinsic error rate indicating thetaoility to use it for
QKD. Imperfect phase matching in the interferometessults in reduced fringe visibilities that letadan increased
probability of routing photons to the wrong detestorhe probability of this type of erropf? is related to the fringe
visibility (V) by:
Popr= % 9)

The second contribution,pRzx, arises from the detector dark counts (or fromai@ng environmental stray light in
free space setups). This rate is independent dbithete and depends only on the characteristih®fphoton counter
[15]. Of course, only dark counts falling in a shiime window when a photon is expected give risertors:

Roark = K frepPoark (10)

where Rark is the probability of registering a dark count piere-window and per detector. K factor is relatedhe
fact that a dark count has a k% chance to happém Alice and Bob having chosen incompatible bagbss
eliminated during sifting). Finally, error countsirc arise from uncorrelated photons, because of riegtephoton
sources:

1
Racc = > frepH tunk N Pacc (11)

This factor appears only in systems based on eletdrqghotons, where the photons belonging to diffepairs but
arriving in the same time window are not necesganilthe same state. The quantitycPis the probability to find a
second pair within the time window, knowing thdirat one was created. The QBER can now be expdesséollows:

QBER= Ropt * Roark * Racc (12)

RSI FT

6. PARAMETER VALUES

The results are based on calculations assumindolf@ving parameter values, which are held constanteach
topology [1, 15, 16, 21, 22] :

Pulse repetition rateggp) 1 MHz Mean number of photon per puisé ( 0.1
Detector efficiency @1310 nnm () 20% Detector efficiency @1550 nm) ( 10%
Dark count probability (Fark ) 10° Fringe visibility (V) 98%
Loss Source Star Ring W.Routed Bus
Topology Lossg
End User Loss (dB| 0.3 0.49 0.3 0.3
Routing Loss (dB 0.1 0.0 3.0 0.02
Non interfer. path Loss (dB) 3.0 0.0 3.0 3.0
Miscellaneous Loss (dB) 1.0 1.0 1.0 1.0
Total Topology Loss (dB 4.4 1.49 7.3 4.32
Fiber Loss (dB/Km 0.35 @ 1310 nm
0.25 @ 1550 nm
User number Loss (dB) 10log(N)[ 0.1IN] 0] 0.2(N-1)

Tab.1 : Losses contributing to the transmissiorffament t n for the 4 network topologies [3].



The transmission coefficient link§x varies from one topology to another. The valuesiusethe simulations that
contribute to tyk are outlined for each topology in table 1. In thblé the contributions to the topology losses ése a
shown; namely, the end-user loss, routing loss;intanfering path combination loss, and miscellaress. The end-
user loss arises from the excess loss in the cauptel PM in the receiver’s interferometer. Ragifioss is the loss in
the device that routes the photons to each uséhelstar, wavelength-routed, and bus networksclhware all based on
the unbalanced MZI design, a 3 dB loss arises from-interfering path combinations. The miscellaredoss
represents from losses such as those due to consiesplices, and imperfections in the networkoélvhich occur in
practical optical network setups. Now we are alleahalyse the QBER and the;R for every QKD protocol
considered previously. The results of QBER forhetapology are presented in the following tablest teport the
maximum distance (Km) supported by every topology ¥arious number of users for QBER< QBERnd the
maximum number of users supported by every topolaigdifferent distance for QBER < QBERThis threshold,
previously mentioned in Section 1V, is the valuéoewhich secure key distribution can be performaedhe network.
The term “distance” is defined as the total fibmndth used in the transmission of the photonsth®optical ring, it is
the total length of the Sagnac loop. For all theeottopologies, it is the total fiber length spangnAlice and Bob (or
Chris, Dan, etc.). Another observation that is madabout thecrossover distancelhis distance (30 km), is the same
for all four topologies and determines when it'®fus to use the wavelength at the 1550 nm or at013h. For
distances less than 30 km, the sifted key rateegaht 1310 nm are always greater than at 1550 ie.situation
reverses for distances beyond 30 km. In fact, atdiktance of 30 km, the maximum number of usethdssame for
both the wavelengths (tab. 2, 4, 6). The systerfopaances at 1310-nm and 1550-nm telecommunicaitiaavelength
windows are shown in the following tables. In aubdfit these results also serve to show a networdsitvity to
expanding the number of users.

7. QBER PERFORMANCE

7.1 B92

As previously explained in Section 2.1, B92 protdsantrinsically less efficient than the given BB that, also in ideal
conditions (when no bit of the raw key is to beetiedl), only 1/4 of the impulses gives a key bithjlevwith BB84
protocol this fraction is 1/2. This inefficiencytise price that Alice and Bob must pay for secrecy.

1 1
Rsirr= Z RRAW:Z frepM tunk N (13)
1
ROPT:Z frepH tunk N Popr (14)
1
Roark = E frerPoark (15)

Table 2 and table 3 summarize the performance affg6tocol applied to the four topologies.

7.2 SSP

As previously explained in Section 2.2, the sitestaonstitute 3 bases, hence the probabilityAhe¢ and Bob chose
the same basis is only of 1/3. This means thaéterthinate the sifted key, that Alice and Bob daars, an average of
2/3 of the received bits must be discarded. Butstirametry of this protocol greatly simplifies thecarity analysis

and reduces Eve’s optimal information gain for\aegierror rate QBER.

1 1
Rsier= 5 RRAW=§ frepM tunk N (16)
1
ROPT:§ frepH tunk N Popr 17)
2
Rpark = E frerPoark (18)

Table 4 and table 5 summarize the performance Bfi86tocol applied on the four topologies.

7.3 EPR
As previously explained in Section 2.3, in the EptBtocol, each of the two parts (Alice and Bob)eirees a particle
belonging to a couple, produced by a third souBerause this source is not perfect it could geaenatorrelated



photons that provoke error countsyél). The photons belonging to different pairs, notessarily in the same state,
could arrive in the same time window with probakilP,cc. Furthermore the EPR protocol, instead of discaydi
rejected key, actually uses it to detect Eve’s gmes. By a discussion over a public channel, Adicd Bob compare

their respective rejected keys to determine whetirenot Bell's inequality is satisfied. If it is,VE's presence is

detected. If not, then Eve is absent. In this veeygdrobability that they choose the same basedsaed from 1/2 to 2/9

[1], but at the same time, as they establish a tkey; collect enough data to test Bell inequality .

2 2

Rsipr= 5 RRAW=§ frepH tunk N (19)
2

ROPT:§ frepM tunk N Popr (20)

7

Roark = 6 frerPoark (21)
1

Racc = E frepM tunk N Pacc (22)
1

Pacc = E l.,lz =000.5

Table 6 and table 7 summarize the performance Bfi@8tocol applied on the four topologies.

(23)

Distance Star Ring W.routed Bus
(Km) 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm

10 32/20 >128/>128 >128/>128 76/66
20 14/11 >128/>128 >128/>128 59/54
30 6/6 110/110 >128/>128 41/41

40 2/3 75/85 >128/>128 24/29
50 1/2 40/60 0/>128 6/16

60 0/1 5/35 0/0 0/4

70 0/0 0/10 0/0 0/0

80 0/0 0/0 0/0 0/0

Tab. 2: B92-protocol. Maximum number of users sufgbby every topology at different distance for QBER%.

Number of Star Ring W.routed Bus
users 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm
20 15/10 55/66 44/50 42/47
40 7/0 50/58 44/50 31/31
60 2/0 44/50 44/50 19/15
80 0/0 38/42 44/50 8/0
100 0/0 32/34 44/50 0/0
120 0/0 27126 44/50 0/0

Tab. 3 : B92-protocol. Maximum distance (Km) suppdiby every topology for various number of usersGBER<14%.



Distance Star Ring W.routed Bus
(Km) 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm

10 34/21 >128/>128 >128/>128 78/68
20 15/12 >128/>128 >128/>128 60/55
30 6/6 113/113 >128/>128 43/43

40 3/3 78/88 >128/>128 25/30
50 1/2 43/63 0/ >128 8/18
60 0/1 8/38 0/0 0/5

70 0/0 0/13 0/0 0/0

80 0/0 0/0 0/0 0/0

Tab. 4: SSP - protocol. Maximum number of userpsetted by every topology at different distance@BER <17%.

Number of Star Ring W.routed Bus
users 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm
20 16/11 56/67 45/52 43/48
40 8/0 50/59 45/52 31/32
60 3/0 45/51 45/52 20/16
80 0/0 39/43 45/52 9/0
100 0/0 33/35 45/52 1/0
120 0/0 28/27 45/52 0/0
Tab. 5: SSP - protocol. Maximum distance (Km) sufgzbby every topology for various number of ugersQBER<17%.
Distance Star Ring W.routed Bus
(Km) 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm
10 3/1 79/58 >128/>128 26/16
20 171 44133 0/0 8/3
30 0/0 9/9 0/0 0/0
40 0/0 0/0 0/0 0/0
50 0/0 0/0 0/0 0/0
60 0/0 0/0 0/0 0/0
70 0/0 0/0 0/0 0/0
80 0/0 0/0 0/0 0/0

Tab. 6: EPR- protocol. Maximum number of users sujggl by every topology at different distance f@ER <15%.




Number of Star Ring W.routed Bus
users 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm 1310nm/1550nm
20 0/0 26/25 15/10 13/7
40 0/0 21/17 15/10 2/0
60 0/0 15/9 15/10 0/0
80 0/0 9/1 15/10 0/0
100 0/0 4/0 15/10 0/0
120 0/0 0/0 15/10 0/0

Tab. 7: EPR - protocol. Maximum distance (Km) supgaiby every topology for various number of usersgBER<15%.

8. Rgrr PERFORMANCE

As it can be seen from the equations 13, 16, 1i8,pbssible to obtain the highest R by Six State Protocol, but the
Rsier performances of the four network topologies aeegame for each used protocol. To be able to meake visible
the difference between the various topologies, rapare the sifted key rate of each topology asation of distance
for 4, 32, 64, 128 users. We use a rating systegimg from 1-4, where 1 indicates the network togglwith the best
performance, and 4 indicates the network topologth whe worst performance, to summarize the resoftshe
comparison of the sifted key rate performance efrtbtwork topologies. This is shown in table 8.

Number of users Passive star Optical ring W.routed Bus
4 4 1 3 2
32 4 1 2 3
64 4 1 1 3
128 3 2 1 4

Tab. 8 : Comparison of the Sifted Key Ratg £R) performance for the 4 network topologies.

9. RESULT DISCUSSION

Passive star network turns out to be the worsttaymtlogy because it supports the smallest numbersefs for any
given distance, it is very sensitive to changehm distance and/or in number of the users andsittiha lowest Rer.
Furthermore it requires each user to have their mt@rferometer and photo-detectors. In this seteering topology
is the simpler design, requiring each user to kg one four-state.

Optical ring network is characterized by highebdity against polarization and phase fluctuatitren the other three
topologies since each pulse travels through theesfilmer length in both the CW and CCW direction8][2owest
structure loss (1.49 dB, tab. 2), lowest QBER Jés than 64 users, highest /R with less than 64 users; it is also
more susceptible to Trojan horse attacks than mystmsed on the unbalanced MZI [3].

Wavelength networkis the most suitable for networks with more than u&ers, because its Sifted key Rate is
independent of the number of users on the netvirkit may not be the best choice for networks #ratnot expected
to expand beyond 64 users since it has the hightesture loss (7.3 dB)

Wavelength-addressed-bus network is the most fabeifor networks with less than 20 users becausan be easily
expanded and has moderate structure loss (4.32hdB)it is unadvisable for networks with large nwentof users
because it has higher per-user loss than the ahgank.



It has also been shown that there is a crossogtardie (30 Km) that determines the optimum wavéle(t310 or
1550 nm) to use in the QKD network. About QKD amzaly protocol only B92 and SSP turned out the mffisient.
The EPR protocol is the less efficient. The diffigtto handle couples of particles without changihgir correlation
does not allow to obtain high performances. Thelte®btained at the moment are the least encawydgr all the four
net topologies. The maximum reachable distanceof/8 km with 9 user maximum using the Optical-Ringology.
Only for distances shorter than 10 km it is pogsibl obtain sufficient performances, avoiding alsvand however the
Passive-Star topology. Six State and B92 protocekgnt praiseworthy results. The B92 is the momrd QKD
protocol. It allows to reduce the communicationgdeon public channel. Six State Protocol prevailseveryone
because, having a security threshold of 17%, allmwsave a high number of users also beyond thar§Gurthermore
it has the fastest Sifted Key Rate.
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