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ABSTRACT 

The aim of this work is the development of a steganographic technique for the MP3 audio format, which is based on the 
Peak Shaped Model algorithm used for JPEG images. The proposed method relies on the statistical properties of MP3 
samples, which are compressed by a Modified Discrete Cosine Transform (MDCT). After the conversion of MP3, it’s 
possible to hide some secret information by replacing the least significant bit of the MDCT coefficients. Those coeffi-
cients are chosen according to the statistical relevance of each coefficient within the distribution. The performance 
analysis has been made by calculating three steganographic parameters: the Embedding Capacity, the Embedding Effi-
ciency and the PSNR. It has been also simulated an attack with the Chi-Square test and the results have been used to 
plot the ROC curve, in order to calculate the error probability. Performances have been compared with performances of 
other existing techniques, showing interesting results. 
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1. Introduction 

Steganography techniques are used to hide secret infor- 
mation in the most common audio/video formats. There 
are three main different kinds of audio/video stegano- 
graphy [1]: 

1) insertion steganography, where the secret message 
is inserted in the cover object; 

2) substitution steganography, where some bits of the 
cover object are substituted with the bits of the secret 
message; 

3) constructing steganography, where an ad hoc cover 
object is generated to contain the secret message. 

The developed technique is based on LSB steganogra- 
phy, a substitution steganography, that replaces the least 
significant bit of the audio/video file with the secret 
message bit. This method is very simple to implement 
and does not allow the human eye/hear to perceive sig- 
nificant changes in the stego object. In Figure 1 an ex- 
ample is shown: the letter “A” is embedded in the audio 
samples replacing the least significative bit. 

However, this technique has lower resistance to the 
statistical attacks since with a proper steganalysis it is 
possible to detect the secret information. To solve this 
problem, Model Based Steganography can be used [2]. 
The cover object is divided into two parts, ax  and x , 
to embed the secret information. The first part is the most  

relevant, and it will not be modified. The second one is 
less relevant with respect the other and it will contain the 
secret message. The division is based on the statistical 
model of the cover object. 

After the embedding process, x  contains the secret 
information, called x . The union between this part and 

ax  is the stego object. 
The purpose of this paper is to present a new steg- 

anographic algorithm for the MP3 [3-5] format based on 
the change, in the Peak Shaped Based for the JPEG [6], 
of the discrepancy equation, adapting it to vectors and 
studying the statistical distribution of the MDCT [3-5] 
coefficients. In the following the analysis of the per- 
formance of the proposed algorithm is shown and it is 
demonstrated that this method does not introduce audible 
distortion when the signal audio is reproduced. Further, it 
is demonstrated that this method does not create relevant 
statistical differences in the samples distribution, show- 
ing its suitability for steganographic applications and its 
robustness to steganographic attacks. 

2. The MP3 Format and Compression 

The MP3 format was born to have good audio quality 
and low file size [3,4]. An audio file is first converted 
into a digital format, with a sampling, and then it is 
processed with the human psychoacoustic model [3-5].  
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Figure 1. LSB example: the letter “A” is inserted into an 
audio file by replacing the least significant bit. 
 
With this model it is possible to delete the frequency that 
the human ear can’t hear; an algorithm characterized by 
this properties is called “lossy” because it deletes some 
information. This happens with a compression, that uses 
the MDCT [3,5], the Modified Discrete Cosine Trans- 
form, described in the following equation:  
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that is another version of the DCT-II used in the JPEG 
format, where: 
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and  is a window (it is possible to choose dif- 
ferent kinds of windows).  

w n

The audio samples are processed in a MDCT filter- 
bank. The audio sequence is divided in “frame”, each fra- 
me contains M samples and is processed as in Figure 2. 

3. Peak Shaped Based Steganography  
and MP3 

3.1. Peak Shaped Based Steganography 

The Peak Shaped Based (PSB) [6] steganography has 
been used for the JPEG format. This is a method based 
on:  
 LSB steganography;  
 Least significant bit;  
 Model Based steganography [2]. 

The JPEG coefficient are, for first, divided by group, 
indicated with g(b) [6]: 

   sign
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and by offset, indicated with O(b) [6]:  

   2 1O b b g b              (4) 

where b is the JPEG coefficient and 1b  . 

 

Figure 2. MDCT filterbank. 
 

The PSB algorithm is based on an assumption, from 
the properties of the JPEG coefficients statistical distri- 
bution processed by the algorithm F5, which is [6]: 

   1h b h b                  (5) 

       1 1 2h b h b h b h b            (6) 

where h(b) indicates the histogram of the coefficient b. 
With this assumption is possible to calculate a probabi- 
lity, called “offset probability”.  

Subsequently the coefficients are processed with the 
“discrepancy”, an operator that allows to  

calculate the statistical dependence between two closer 
coefficients. This is defined as follows: 
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where [6]: 
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where, as shown in Figure 3, the blocks from 1 to 4 are 
the neighbors of the 0th. Each block contains 64 DCT-II 
coefficient, 8*8, and their sequences composing the 
JPEG image. 

3.2. Differences between JPEG and MP3 

To apply the PSB algorithm to the MP3 format it is nece- 
ssary to study the differences between this format and the 
JPEG standard, in order to identify possible changes. 
These differences are: 
 the JPEG uses the DCT-II while the MP3 uses the 

MDCT; 
 the JPEG works on blocks; each blocks, or matrix, 

size is 8*8. Instead, the MP3 works on frame; each 
frame has dimension equal to 1*1152, that are vec- 
tors; 

 the PSB is based on an assumption from the F5 algo-
rithm, that is used for the JPEG format.  

Concerning the first point, it is possible to notice that 
the PSB works on the coefficients. It is therefore nece- 
ssary to demonstrate that the DCT-II and the MDCT sta- 
tistical distributions have the same properties. 
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Figure 3. Adjacent blocks to the block B0. 
 

Concerning the second point, it is necessary to detect 
the operations that in the PSB works on matrix and, to 
apply it on the MP3 format, transforming them in opera- 
tions that works on vectors. 

Concerning the third point, it should be studied the 
statistical distribution of the MP3 coefficients after the 
F5-algorithm in order to identify if this distribution has 
the same properties than the JPEG distribution processed 
by F5. 

3.2.1. MP3 Discrepancy 
The JPEG discrepancy works on matrix, as described in 
paragraph 3.1. It is necessary to modify this operation to 
enable it to operate on vectors. Considering the MP3 
format, and the MP3 frames, it is possible to call one of 
them as 0 . The discrepancy works on the previous 
frame and the subsequent. The frames are showed in 
Figure 4. The mean is done only for 2 frames because 2 
frames are taken and each frame contains 576 coeffi- 
cients. 
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where ˆ j
ib  is the same as in the JPEG discrepancy. 

3.2.2. Statistical Distribution of the MP3 Coefficients 
The statistical distribution of the MP3 coefficients, after 
the compression, is Peak Shaped [7]. This trend can be 
modeled by the Generalized Gaussian (GG). The GG 
varies with a parameter, called r, and it is possible to 
choose different values of r, i.e. r = 2 is a Gaussian, r = 1 
is a Laplacian etc. A good approximation for the distri- 
bution of the MP3 coefficient has the value r set to 0 or 1,  

 

Figure 4. The frames on which works the MP3 discrepancy. 
 
as shown in Figure 5. 

With the parameter r set to 0.5, it is possible to have 
the best approximation of the statistical distribution. It is 
possible to choose the value r = 1, the Laplacian distri- 
bution, to have a good approximation with low comple- 
xity. 

The Laplacian distribution is used to approximate the 
statistical distribution of the JPEG coefficients, as well 
[8-10]. 

3.3. The PSB over MP3 

Using the previous considerations, it is possible to apply 
the Peak Shaped Based steganography to the MP3 format. 
In fact it is possible to utilize the assumption used by this 
algorithm from the F5 [11] steganography because the 
MP3 coefficients and the JPEG coefficients have the 
same statistical distribution. F5 modifies the coefficients, 
without considering their source.  

Having both formats, namely both transformed, the 
same statistical distribution of the coefficients, the use of 
different transformed becomes irrelevant to the develop- 
ment of the algorithm. 

3.4. The Embedding Process 

In the following, the list of steps of the embedding pro- 
cess is reported: 
 the first step is represented by the analysis of the MP3 

statistical distribution; 
 successively the value of Hg vector that contains the 

histograms of the MP3 is calculated; 
 with the Hg values it is possible to exclude the sam-

ples that are statistical most significant; 
 the Hg values allow the calculus, with the algorithm 

shown in Figure 6, of the offset probability vector, 
called P; 

 each frame of the MP3 file, that contains 576 coe- 
fficients, is taken and analyzed; 

 the coefficients b are divided by group, with the g(b) 
(4), and by offset, with the O(b) (5); 

 the discrepancy is calculated by means of Equation 
(9); 

 with the discrepancy, the vector P and a PRNG, ac- 
cording with the secret key, it is possible to determi-  
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Figure 5. Statistical distribution of the MP3 coefficients 
approximated with the GG [7]. 
 

 

Figure 6. Block diagram of the calculus of the offset pro- 
bability vector P. 
 

nate the coefficients that contain the stego message; 
 the offset of each coefficient that is possible to mo- 

dify is changed according to the value of the bit of the 
secret message, as showed in Table 1. 

To extract the secret message the embedding process 
must be repeated to determinate the coefficients that 
were modified. The analysis of each offset allows the re- 
construction of the secret message.  

4. Results 

4.1. Performance Parameters 

To analyze the performance of a steganographic techni-  

Table 1. Offset of each coefficient that is changed. 

 Even Odd 

0 No change Decrease 

1 Increase No change 

 
que three parameters are used: 
 Embedding capacity; 
 PSNR; 
 Embedding efficiency. 

4.1.1. Embedding Capacity 
The embedding capacity (EC) [7,10] indicates the maxi- 
mum data size that it is possible to hide in the cover ob- 
ject. It is defined as follows: 

secret message size
EC

cover object size
         (10) 

4.1.2. PSNR 
The Peak to Noise Ratio [10] provides the similarity bet- 
ween the cover object, the original file, and the stego 
object, the file where the secret message has been hidden. 
It is defined through the Mean Square Error (MSE):  
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4.1.3. Embedding Efficiency 
Through the Embedding Efficiency (EE) [2,12] it is indi- 
cated the average number of bits inserted for each change. 
It is defined as follows: 

secret message size
EE

number of changes
          (13) 

4.2. Peak Shaped Based for MP3 Performance 

To evaluate the PSB for MP3 performance it is necessary 
to compare the Efficiency, the Capacity and the PSNR 
with different kinds of steganographyc algorithms and 
with the original PSB, that it was implemented for the 
JPEG format. 

4.2.1. JPEG Performance 
The embedding capacity and efficiency for the Model 
Based Steganography for the JPEG format are shown in 
Table 2. 

The PSNR is evaluated for the PSB algorithm for the 
JPEG format, as shown in Table 3. MB1 and MB2 are 
two model based techniques used in [2], PSB is the Peak  
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Table 2. Model based steganography performance [2]. 

Image Name File Size Message Size Capacity Efficiency

Barb 48,459 6573 13.56% 2.06 

Boat 41,192 5185 12.59% 2.94 

Bridge 55,689 7022 12.61% 2.07 

Goldhill 48,169 6607 13.72% 2.11 

Lena 37,678 4707 12.49% 2.16 

Mandrill 78,316 10,902 13.92% 2.07 

 
Table 3. PSNR for the JPEG-PSB algorithm [6]. 

PSNR Min Mean Max 

MB1 34.2 dB 40 dB 43.6 dB 

MB2 35.2 dB 39.9 dB 44.3 dB 

PSB 34.2 dB 40.4 dB 46.6 dB 

 
Shaped Steganography used for the JPEG format.  

4.2.2. PSB for MP3 
To calculate the Embedding Capacity for the MP3-PSB 
steganography it is necessary to calculate the file size as 
follows: 

bitrate

sampling frequency

M
L


          (14) 

A new variable is defined and it is called Ls that is the 
secret message length. Then the Capacity is: 

100
C sL

L


                (15) 

and the results are shown in Table 4. 
The PSNR is evaluated as described in Equation (11) 

and the results are showed in Table 5. 
The Efficiency is calculated by analyzing the number 

of changes to insert the secret message in the cover ob- 
ject. It is possible to see the performance in Table 6. 

4.2.3. MP3 Steganography Comparison 
In Tables 7 and 8 the PSNR and the Capacity are illu- 
strated for different kinds of steganographyc algorithms 
for MP3 format. 

4.3. Steganalysys 

With the steganalysis [9] it is possible to have a better 
analysis of the PSB-MP3 performance. This method 
calculated two probabilities, the False Alarm probability, 
when a cover object is classified as stego, and the Missed 
Detection probability, when a stego object is classified as 
cover. The first one is indicated with the symbol   

Table 4. PSB-MP3 capacity. 

Capacity Min Mean Max 

PSB-MP3 4.45% 12.75% 22.05% 

 
Table 5. PSNR for PSB-MP3. 

PSNR Min Mean Max 

PSB-MP3 55.67 dB 58.21 dB 62.90 B 

 
Table 6. Efficiency for the PSB-MP3. 

Efficiency Min Mean Max 

PSB-MP3 1.9969 1.9995 2.0012 

 
Table 7. Capacity for different algorithm. 

Steganographyc Technique Embedding Capacity 

Peak Shaped for MP3 12.75% 

Generic LSB 34% 

Tone Insertion 0.006% 

Phase Coding 0.02% 

Spread Spectrum 0.003% 

Echo Data Hiding 0.012% 

SVD 0.08% 

VAS 10% 

 
Table 8. PSNR for different algorithms. 

Steganographyc Technique PSNR 

Peak shaped for MP3 58.21 dB 

Phase Coding 69.5 dB 

Spread Spectrum 44 dB 

SVD 41 dB 

 
and the second one with the symbol md . The values of 
these probabilities depend on a threshold, called 

P
 , that 

modify the steganalysis system accuracy. 
With these probabilities it is possible to calculate other 

parameters, like the detection probability, det mdP 1 P 
errP

, 
and the error probability : 

faP

 md err

1
P

2 faP P               (16) 

4.3.1. Chi-Square Test 
A steganalytic technique that is possible to use for the 
PSB-MP3 is the Chi-Square test [12]. Some parameters 
are calculated with the histograms of the MDCT coe- 
fficients probability distribution and the results of the  
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Chi-Square test are compared with the threshold. 
One method to calculated the chi-square test is the 

Zhang-Ping attack [13] that evaluates two variables: 

0 2 2
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                (17) 

1 2 2 1
0 0

i i
i i

f h h   
 

             (18) 

and if  it will calculate the chi-square values: 01 ff 

 2

0 12

0 1

chi
f f

f f





               (19) 

to compare with the threshold. 

4.3.2. ROC Curve 
This analysis to evaluate the PSB performances is done 
on a random set of MP3 files. With the comparison with 
the threshold and the Chi-Square value it is possible to 
calculate the two probabilities of false alarm and missed 
detection, shown in Table 9. 

With these two probabilities it is possible to graph the 
ROC curve. This curve indicates the efficiency of the 
steganalytic method. If the curve is near the first quad- 
rant bisector the steganographyc algorithm is very strong, 
otherwise the steganalytic method is efficient. 

In Figure 7 it is possible to see the ROC curves (solid 
line) of the PSB algorithm for the MP3. This curve is 
very smash on the first quadrant bisector (dashed line). 
This indicates that the steganographyc method is very 
robust when this steganalytic algorithm is used. When 
the ROC curve is far from the bisector the stegano- 
graphic algorithm isn’t very robust or else the stegana- 
lytic technique is very efficacious. Instead when this 
curve is very close to the bisector the technique is very 
secure, since there is perfect security when the ROC 
curve is exactly equal to the bisector. 
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Figure 7. ROC curve for the PSB-MP3. 

Table 9. False alarm, missed detection and detection prob- 
abilities when the threshold takes different values. 

Tau Pfa Pmd Pd = 1 − Pmd 

0.01 0.26 0.65 0.35 

0.1 0.24 0.72 0.28 

0.5 0.18 0.79 0.21 

1 0.16 0.81 0.19 

10 0.11 0.88 0.12 

 
5. Conclusions 

A new steganographic algorithm for the MP3 format has 
been developed by changing, in the Peak Shaped Based 
for the JPEG, the discrepancy equation, adapting it to 
vectors and studying the statistical distribution of the 
MDCT coefficients. The analysis of the performance of 
this algorithm showed that this method does not intro- 
duce audible distortion when the signal audio is repro- 
duced. Further, this method does not create relevant 
statistical differences in the samples distribution. 

The Peak Shaped Based for the MP3 has an high ca- 
pacity compared to the other algorithms and a good 
PSNR. In fact the mean Embedding Capacity is equal to 
12.75%, higher than the most relevant techniques used 
for MP3 steganography; the PSNR is equal to 58.21 dB, 
higher than the PSB for the JPEG.  

A steganalytic attack has been simulated to evaluate 
the robustness of the algorithm. This attack is implemen- 
ted on the Zhang Ping analysis and on the Chi-Square 
test. This attack has been adapted to the PSB-MP3 since 
it was created for the JSteg steganography. By calcula- 
ting the false alarm probability and the missed detection 
probability it is possible to draw the ROC curve. The 
analysis of this curve shows that this attack is not 
suitable for this steganographic method because the ROC 
is crushed on the bisector. The error probability, calcu- 
lated with the ROC curve, tends to 0.5 when the thre- 
shold increases; when it takes this values the choice is 
completely random.  

The steganographyc algorithm implemented, as assu- 
med, is resistant to the statistical attacks. 
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