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Abstract

The security of a port is strongly dependent on uke of integrated access
control technology systems. Any weakness of thegirsted access control
system involves a weakness of the port. For ttasae it is necessary to design
and realize highly integrated, efficient and reliabccess control systems. The
authors illustrate the work made to design andizeathe integrated access
control system of the most important commercial enudist ports of Italy.
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1 Introduction

The activation of the new International Ship andtHxacility Security (ISPS)
code forces all the ports to comply with the newesgriptions in matter of
security and access control in ports. For thisaeas has been necessary to
design and develop an access control system tlostsathe port Authorities to
acquire a technological system which respects the prescriptions and
optimizes, reduces and controls the boarding flaMfering, at the same time, a
plenty of services such as the centralized chedeinice for ship companies.
For this reason it has been necessary to desigaunmatic port areas access
control system [1-9] capable of managing, as a arapt of an integrated
security system, the passengers and goods flowswiitreducing the security
standards but capable of reducing the access tatative to the older used
system. In fact the designed system is capableadhing opening time of the
entrance bar and ticket printing that are lessan thseconds.

The system is also endowed with automatic chedknuotionalities, allowing the
passengers to reach directly the boarding aredm®utipassing through the ticket
office, reducing and optimizing the vehicle traffiows inside the port.



The designed system is also opened towards othgtersg such as Ship
Companies, Police, Sea Guard, Port Operators, tet@l/low a high level of
integration of all the subjects involved in the tohand boarding processes.

The scope of the paper is to illustrate the mestioadvanced integrated access
control system, the difficulties found for its dgsiand realization, and the
results obtained, from its installation, in the mai and emergency situations.
Due to secrecy reasons, the integrated accessotaystem is illustrated
according to the general philosophy design, withbustrating specific details
that could compromise the security of the systaeifit

STRUCTURE OF ACCESS CONTROL SYSTEM
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Fig. 1: General scheme of the access control system

2 Theaccess control system

The system has been designed to comply with sgcamid traffic procedures of
the ports. For this reason it has been necessagnisider and respect a plenty of
prescriptions and limitations imposed by the foliogvelements:

1) international Ship and Port Facility Security cadédecember 2002;

2) interministerial committee for the maritime safet§ security

prescriptions of April 2004;

3) security evaluation document;

4) security plan of the port;

5) boarding areas and docks assignments;

6) mean boarding time of each ship company;

7) position, inside the port, of ticket offices andrance gates;



8) position of Lan/Wan network (optical fiber back leyrand design of
the new one;
9) position of the wireless network and design ofribev one;
10) network infrastructure and position of connectiandies;
11) traffic flows control video surveillance system;
12) licence plate recognition system of entrance gates;
13) access control multimedia kiosk endowed with aut@na
communication interface, Radio Frequency Identiftta Device
(RFID) badge reader, ticket or temporary accesstegri personal
identification document reader, control camera.
The system allows to reach the following goals:
1) entrance/exit punctual control of all the vehidlkeshe port area;
2) entrance/exit punctual control of all the persanthe port area;
3) access control as a function of user profile insiaeport;
4) information management database available forghargy services;
5) dynamic parking areas management;
6) boarding area entrances management;
7) management of the informations acquired;
8) real time data statistic of entrances, exits, payki according to
different user profiles.
The entrance/exit punctual control of vehicleswatio
1) to have in real time all the information about tehicles organized
according to the typology or to the user profil@rfpworker, visitor,
ship passenger, etc.);
2) the entrance of only authorized vehicles (licendatep recognition
system);
3) to calculate the permanence time inside the parbraing to different
user profiles;
4) to trace the vehicles transit inside the port.
The entrance/exit punctual control of person altows
1) to have in real time all the information about geeson according to the
user profile (port worker, visitor, ship passengtc,);
2) the entrance of only authorized persons;
3) to calculate the permanence time inside the parbraing to different
user profiles;
4) to trace the person transit inside the port.
The access control as a function of user profilside the port allows of
optimizing the entrance procedures creating prgpeferential lanes inside the
port according to the user profile.
The licence plate management by means of the sgsystem allows:
1) real time recognition of licence plates;
2) creation of a database of undesired licence p(atask list);
3) creation of database of authorized licence platéité list);
4) creation of a statistical and informative databafseaffic flows.
The dynamic parking area management allows:
1) to optimize the parking spaces inside the port;
2) to verify in real time the entrance of users todkdicated areas.



The real time data statistic of entrance, exit patking according to different
user profiles allows to manage the following data:

1) entrance according to user profile;

2) exit according to user profile;

3) parking according to user profile;

4) user profile present inside the port;
and a lot of other data.
In the following the different subsystems of thecess control system are
illustrated.

3 Tdecommunication infrastructure

The design of the system involved the design oédiaated telecommunication
system.

The telecommunication system is composed by nodesgry node is
independent and allows the connection of all thacds necessary to the access
control system.
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Fig. 2: General scheme of the telecommunicatiotesys

A proper virtual LAN is dedicated to each servioside the network, allowing

to manage, in an equilibrate way, the band necgdsathe communication.

Nodes are connected each other by means of ofibeas. The connections are
properly redundant to ensure a high reliabilitytie presence of an optical fiber
damage. In some places it is not possible the alpfilbers connection: in this

case a broad band wireless connection was usehl,amitelocity equal to 300

Mb/s.



All the hardware, software and network devicespaeed in a proper dedicated
cooled room, supplied by a proper power suppligpabte of ensuring an
autonomy of 1 hour in the absence of the main etattsupply.
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Fig. 3: Connection modality of telecommunicatiosteyn.

The design of server environment has been madeak® fhem operate in fault
tolerance modality to manage high traffic peaksnewe the presence of
malfunctioning of one or more than one of their poment.
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Fig. 4: Scheme of the informative system.



A proper routing policy has been developed to guae a high security level
and a high flexibility to the whole system.

For this reason different devices capable of engureliability and secure
communication with the different check-in and sbh@gmpany clients have been
integrated in the system.

The passive routing devices are properly aided dagd Ibalance devices that
allow to share, in a smart way, the working dutlestween the different
application servers.

All the software has been developed using inteonatiopened standards, basing
on more diffused framework (J2EE, MS, NET). Datarisg has been made
using a DBMS relational database based on SQL atdad All the main
functions of management and control are implementedveb interfaces. The
web interfaces comply with normative concerninghilitg and accessibility.
The communication and integration with other systeism based on SOAP
(XML-RPC) protocol.

The software architecture is based on Model Viewmt@tler (MVC) paradigm
realized by means of the design of a three tietegyghat comply with W3C
standard and oriented towards an approach basedSermice Oriented
Architecture (SOA) services.

The activity of installation and configuration dfet whole applicative platform
included the following phases:

1) realization of the central DBMS environment;

2) realization and installation of the security sysiategration software;

3) realization and installation of the integration te@fre with access
control system, licence plate recognition systemcef recognition
system, RFID badge reader;

4) realization and installation of centralized cheglsoftware;

5) design and realization of the links with the endlgert operators;

6) design and realization of the links with ship comipa.

In particular, the check-in software manages adéeets the XML requests and
answers of the whole system and translate themsinuictions for the boarding
procedures (bar opening, card printing, accessalpetc.).

The centralized check-in software implements thieiong functionalities:

1) companies management;

2) users management;

3) multimedia kiosks management;

4) accesses control management;

5) remote configuration of entrance gates;

6) user permission management;

7) multimedia kiosks remote assistance management;

8) ship companies XML-SOAP links management;

9) port operator external database ODBC link managemen

10) ship companies XML link management;

11) logging access and system operation management;

12) docks and departures chart management.

Proper procedures for the integration with visudibimative system of the port
(public screens, etc.) have been implemented.



The system is also endowed with a proper web bekeat module that ticket
offices of ship companies can use to print direbtharding card at the entrance
gates.

4 Thegatesystem

The entrance gate is designed to use a serieigbrsenecessary to acquire the
information dedicated to the automatic manageméritself. In the following
the scheme of the entrance gate, together wittosepssitioning, is shown.
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Fig.5: Scheme of the entrance gate.

Every lane uses a proper camera dedicated to #zeaamalysis and to the image
recording 24 hours a day and two further camerdgdtd to the licence plates
recognition (Optical Character Recognition camerdD€R camera) that send
acquired data directly to a proper multimedia kiosk

The multimedia kiosk acquires data coming from OiReras and verifies the
presence of the licence plate in a proper white(éisthorized access), black list
(unauthorized access) or passenger list. Accorttiigput data, it can generate
an alarm, open the entrance bar or print the cheticket. It is also endowed
with a RFID reader that can be used by port petsionn

The gates is also equipped with two electromagretips, located close to the
multimedia kiosk, that avoid the bar closing wherehicle is in the middle.

4.1 Thelicence plate recognition subsystem

For licence plate recognition functionality new geation cameras have been
used. They can acquire data related to high velacitfic flows. The subsystem
is placed in a proper enforced box located cloghaeentrance gate.

The OCR cameras embed all the hardware and sofivearessary to the licence
plate recognition, ensuring a high recognition rdtieey are capable of reading
and recognizing the licence plates present in temes without any triggering.
They are also characterized by reduced dimensiah dgheatly simplify their
installation.

The OCR camera is constituted by a binocular opticere a black/white high
resolution element (1400 x 1024 pixels) and a aolugh resolution element
(1400 x 1024 pixels) are installed. The processinig is composed by a triple



element (Floating Point Gate Array or FPGA, Digi#gnal Processing or DSP
and Central Processing Unit of CPU): the ownenveare, named &CR, works
on the dedicated DSP unit. The OCR cameras areeajsipped with infrared
light to ensure a clear night vision. They commatecby means of a TCP/IP
Ethernet 10/100 Mbps connection.

Thanks to the their computation capability, theg able of processing directly
on board the licence plates data acquired, gr@atlyoving the performances of
the whole system.
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Fig.6: Example of licence plate recognition scrpage of the system.

The OCR cameras divide the recognition processph&es managed properly
by the three built-in components:

1) the FPGA executes a pre-processing of the images;

2) the DSP executes the real recognition of licenatepl

3) the CPU executes the management and communicdtlmence plates

data.

The GCR software can be configured to recognize, inasyevay by means of
reading rules, the most of European and extra Eaoficence plates.
In case of interruption of communication networke tsystem stores the data
related to the licence plates and traffic flow lod gate and transmits them to the
central database of the control room when the comniration is restored.

4.2 Thevideo surveillance subsystem

The entrance gate are also equipped with a videeilance system that allows
to monitor and record image using the the telecomaation network.

The system is based on TCP/IP network protocol lklmvaa more flexible
management of itself. In fact, if the network isperly designed, it is possible in
any moment to add or remove cameras without intringufurther connection
cable, ensuring a high modularity of the system.

The cameras send their images to the central doramm using the fixed
network or the wireless network. The images areestoin a digital way, on
proper digital recorders.



The system is composed by:
1) IP videocameras with power over ethernet and dametibnalities;
2) digital videorecording system;
3) management system.

5 Further functionalities of the access control system

The system ensures further functionalities thailargtrated in the following.
First of all it allows the communication betweerffetient ports so that the
entrance data of the leaving port are sent to itigahport to be used as exit data

for people and vehicles.

DATA MANAGEMENT SYSTEM DATA MANAGEMENT SYSTEM
PORT AUTORITHY 1 PORT AUTORITHY 2

CTE INTERNET CE ‘
o Ly, &)
} t

FIREWALL FIREWALL

il

TICKETS
VEHICLES EXIT GATES OFFICE
\. l \ VEHICLES ENTRANCE
\ L GATES
N
N

Fig.7: Scheme of the interconnection architectwtsvben different ports.

The system prints directly tickets for passenge eehicles with the graphic
layout of the required ship company, adding a prdme code with all the
necessary informations.

The tickets contain also the data related to thieicle (height and length)
acquired by means of proper sensors installedeattiirance gates: these data
are very useful to the ship companies to optintieettoarding operations.

The tickets are also endowed with a proper magmsétig that allows them to be
used as key of the cabin when they are on boatteoships.

The OCR cameras are capable of recognizing theraiiy of vehicles and
producing directly vocal messages in the desiregjuage by means of the
multimedia kiosks of the entrance gates.

The use of wireless networks allows the use of feothévices that ensures a
series of advanced services, very useful for pahagement. In fact, all the
personnel is equipped with proper wireless termsitlaat allow them to manage



and control all the access data from any placehefgort. The ship company
operators can read directly bar code tickets wlighirtportable terminals and
acquire immediately all the boarding informationated to passenger and
vehicles, reducing the boarding operations andréteted time. The security
personnel is equipped with proper wireless OCR camthat read the licence
plates during their patrolling operations inside tfort and provide them all the
data related to the user profile (authorized omtimarized vehicle, time and data
of entrance, parking time, etc.).

6 Conclusions

The security management in complex contests, ssithesports, needs a detailed
risk analysis of menaces and dangers that musadedfand a correct study,
design and realization of an efficient access cbrgystem that is capable of
integrating the different security functionalitiegnsuring the maximum
reciprocal interaction of the different systemsaoived.

In this way it has been possible to realize a powend versatile integrated
access control system that guarantees a highdégelcurity services of the most
important Italian ports.
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