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ABSTRACT

In this contribution Time-Hopping (TH) codes are devel-
oped based upon the theory of congruences. These codes can
be used for coherent multiuser asynchronous spread spec-
trum communication systems. They represent a compro-
mise between Costas codes, which have nearly ideal auto-

ambiguity properties, and congruential codes presenting nearly

ideal cross-properties. The presented code applied not in
ranging applications but communications system presents
good performance in terms of Bit Error Rate (BER) for Ul-
traWide Band Impulse Radio (UWB-IR) systems. Exam-
ples of typical auto- and cross-ambiguity functions are given
to illustrate the performance of the presented codes jointly
with BER evaluation.

Categories and Subject Descriptors

H.1 [Models and Principles]: Systems and Information
Theory

General Terms
Algorithms, Theory.
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1. ADDRESSED PROBLEM

UltraWide Band Impulse Radio (UWB-IR) networks, of-
ten use time-hopping access codes. Since distance ranging
or high target resolution is virtually always desired specially
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in signals of very short duration and these signals must be
chosen in such a way that their auto-correlation functions
exhibit a narrow mainlobe and adequately small sidelobes;
these pulses compression features are necessary to deter-
mine precisely the time of arrival of the received signal.
When either or all of the transmitter, target, or receiver
is in motion, these properties should extend to the ambi-
guity function for the signal set considered. In particular,
one would like the auto-ambiguity function to assume the
ideal ”thumb tack” shape required to perform reliable tar-
get and/or channel scattering function measurements [10].
A situation very similar is present in asynchronous spread
spectrum communications when interference occurs between
two or more of the signals (codewords) considered. These
interference problems are typical of such multiuser environ-
ments. To achieve jamming resistance or low probability of
intercept, it is necessary to use a sequence of time-hop codes
with small cross-correlation functions between any two ele-
ments of the sequence: as the exact time of arrival of the
received signal is unknown a priori, this property is required
to minimize the output of the matched filter for the correct
signal in cases where spurious codes are present within the
received signal. Simultaneously good auto-ambiguity func-
tions and small mutual cross-ambiguity functions is there-
fore well motivated. Unfortunately, there seems to be qual-
itative evidence in the literature that a tradeoff is involved
between these two entities. On the one hand, time hop
pulse trains based upon Costas arrays [3], such as Welch-
Costas codes [3,4], are known to have nearly ideal auto-
ambiguity functions but, even in the best cases, not very
good cross-ambiguity properties [12]. Furthermore, for any
given Costas set, the behavior of the cross-ambiguity func-
tion between two elements is heavily dependent on the pair
of codes considered, which makes it necessary to find a
”good” pair of codes if one is to use the class of Costas
codes in practical multiuser situations. Here we consider
the application form a communication point of view and in
particular an approach suitable for multi user scenario.

2. TIME HOPPING ACCESS SCHEMES
FOR UWB-IR

Time-hopping coding is mandatory when a wireless ser-
vice allowing access to multiple user is offered and privacy
of contents must be assured. In UWB-IR systems each
user emits pulse signals based on Pulse Position Modulation
(PPM) format since this approach allow the user to exploit
all the potentials of this technology for detection end posi-
tioning. Let us consider a pulse s(¢) with a pulse duration



equal to Ts and we consider Gaussian pulse according to the
approach pursued in [3]. At this stage we are only inter-
ested in considering collision events so considerations about
performance and pulse shaping are made in the following
sections. Obviously, not only the UWB pulse shape choice
is critical but also other system parameters as, in example,
the pulse duration 7, that reduces (or increases) the user
rate [2]. So, we have that the pulse s;(¢) transmitted by
user j is defined over a single time frame T as in

s;(t) = w(t—c;Th—bPA) 0<t<Ty, 0<j<N-1, (1)

where T}, is the time slot dedicated to each user (for trans-
mission/reception) and b¥) A is the 2-PPM time shift car-
rying modulated bit information. The term c¢; dictates the
slot position in the frame and it falls in one slot’s interval
[0,N-1] and the value assumed by c; is generated accord-
ing to the random Time Hopping code. In order to explain
better, we have to specify that the employed time-hopping
codes belong to a set of families of codes that assure ran-
dom access. In particular a lot of study are devoted to avoid
periodicity effects in these codes in order to guarantee pure
random access so to assure security in communications. At
the receiver, the signal transmitted in the 0-th transmission
slot has to be received in the 0-th receiving slot so we have
for the analog received signal r(t) the following expression

r(t) = Veow(t — coTh — b VA — 7,0)+

0 N
+ > Y VEuwlt— T —bY A—1,; —mTy) +n(t), (2)

m=—M j=1

where /; takes into account for the received energy by j-th
transmitter (different from the transmitted due to possible
fading effects), 7,; = d;/c takes into account for the prop-
agation delay given by the ratio between the distance from
the transmitter to the receiver and the light speed c. Fi-
nally the parameter m in (2) accounts for the chance that
a pulse may collide more than one frame after its transmis-
sion (from M frames before to the actual one), so M that is
the maximum number of previous frames allowing possible
collisions and it may be evaluated as [2]

|

3. CONGRUENTIAL CODING FOR
IMPULSE RADIO UWB SYSTEMS

Although congruential coding is known in literature, its
application to communication problems is limited to very
few works, in fact the main application deals with radio
detection and raging problems. According to [10], let us
consider a frame of length Ty seconds, divided into N equal
segments of length T} seconds. For sake of simplicity N
is restricted to be an odd prime; from a practical point of
view, this condition induces little loss of generality. The slot
assigned within the frame to user k is given by the following
expression

l,

The class of extended quadratic congruence placement oper-
ators should be read, "y is congruent to x, modulo N”. Since

dmax

®3)

M2 {dm—cax mod Tf—‘ mod (N + 1)Th—‘ .

(4)
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N is assumed to be an odd prime, Jy forms an Abelian group
under multiplication modulo N; hence, J, = Jn + {0} =
{0,1,...,N — 1} forms a finite field of order N. The param-
eter a use useful to change the configuration of slot assign-
ments (possibly after N frames). This parameter will be
present also in the proposed scheme and its importance be-
come more clear. At this stage we can affirm that it can
be used to change configuration (this does not avoid colli-
sion). It is important to note the symmetry with respect to
the center of the arrays, which demonstrates that the place-
ment operator of [11] induces a many-to-one correspondence
over Jy .

In fact in Fig.1 the diagram describing the slots assigned by
congruential code for each user is reported. This diagram
has to be described in the following way.

slot within the frame

1 2 3 4 5 6 7 8 9
no. of user = no. of frame

10

Figure 1: Access codes partitioning according to [10]
with N=11 a=1

First, the user kK mod N from the algorithm receive the
number of the slot it has to transmit in and, at the next
frame, it has to considered itself as the user number (k +
1) mod N so the diagram can be interpreted as the slot
assigned at each user when the number of frame, in the
abscissa, increases. Second it can be interpreted as the slots
assigned at each user in the current frame. By observing
Fig.1 we can appreciate (a=1, N=11) that users labelled as
1, 2, 3, 4, 5 encounter collisions with 11, 10, 9, 8, 7 so the
only user free from collision is the number 6.

In Fig.2 a new diagram for (a=4, N=11) is reported and
also in this case hits occur.

The user involved in collisions are the same of the above
example, in fact users 1, 2, 3, 4, 5 collide with users 11, 10,
9, 8, 7. This can be interpreted in the following way. Each
user encounter collision during the transmission except the
user number 6, this means that the user labelled as 1 suffer
from collisions till it will be the 6th and the collision restart.
This lead to the conclusion that, from a collision point of
view the scheme in [10] is inefficient and some slots remain
unassigned.



slot within the frame

1 2 3 4 5 6 7 8 9
no. of user = no. of frame

10 11

Figure 2: Access codes partitioning according to [10]
with N=11 a=4

3.1 Proposed Recursive Congruential TH
scheme

The proposed scheme is based on congruence property and
in particular by starting form the following definition

Yk = ((ak(N_l) + 1)k mod N). (5)
where ”a” as previously mentioned is an integer number able
to change the slot allocation as for the codes in [10]. Now,
we have that the computational cost is higher than the pre-
vious one, but it is bounded under that of pseudo-noise usu-
ally adopted. Now, by considering the diagram of Fig.3
(a=1, N=11) it is possible to appreciate that the time slots
assigned according to the above congruential relationship,
do not incur in collision and this is the optimal behavior for
such a code because it efficiently occupies all the time slot so
each column and row presents only one occupied slot. This
property is fundamental because by avoiding multi-access
interference, it is possible, for the receiver, to proceed with
standard reception techniques (i.e., matched filtering) with-
out take care of multi-user interference suppression issues
[1]. Obviously in the presence of InterSymbol Interference
(ISI) or delay spread the matched filter results to be no
more optimal. When we consider a different values for a
(e.g. @ =4), we hold the property that no collisions occur
(see Fig.4) so the diagram presents, as in the previous case,
one-to-one correspondence between users (or frame) and as-
signed slot. As additional consideration to be carried out,
we note that a possible way for hold the wireless channel
secure from undesired detection, after a frame Ty = N 2T,
the parameter a can be changed according to a congruential
relationship so

a= (k™" 4 1)k mod L) (6)
where b is an integer and L integer. This suggests that this
kind of approach can be adopted recursively because it can
be organized in frame, super-frame and so on.
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slot within the frame

no. of user= no. of frame

Figure 3: Access codes partitioning according to the
proposed scheme with N=11 a=1

Remark - about secureness about secureness of the recursive
policy

This scheme can be employed in order to guarantee secure-
ness to the access and privacy in data transmission/reception.
The Access Point (or Base Station) can decide the degree of
privacy P by adding additional congruencial relationships
(in the previous case the level is P = 2) so, from a the point
of view of a user that wants to violate other user communi-
cations, the number of parameters to be estimated are 2P
because for each relationship the parameter of modulo oper-
ation (i.e., N) and multiplicative factor (i.e., a), should be
cracked. |

slot within the frame

no. of user = no. of frame

Figure 4: Access codes partitioning according to the
proposed scheme with N=11 a=4

Before to proceed, some points should be carried out.



First the proposed approach is computationally not expen-
sive if compared with algorithms for random number gen-
erators (i.e., Box-Muller method), second the proposed al-
gorithm (as for the one proposed in [10]) present very low
computational cost because only power of integer number
are present jointly with modulo ones.

4. PERFORMANCE AND CONCLUSIONS

Usually, access coding performances are compared by con-
sidering computational cost of the algorithm generating code-
words as previously mentioned and detailed, the number of
collisions that induce multi-access interference and Bit Er-
ror Rate (BER) degradations and last, the auto- and cross-
ambiguity properties of the considered codewords. By con-
sidering the ambiguity function defined as

0o N—1N-1

AT k) :/_ SN smt+n)si(t)e

® m=0 1=0
where the term s,, is the generic UWB-IR signals given by
eq. (1) we have that it depends jointly on the the number
that identifies the user in the frame and on the delay® r.
By observing the cross-ambiguity function shown in Fig.5
for the scheme of [10] and the scheme proposed here, it is
possible to see that the scheme in [10] presents better per-
formances (for sake simplicity represented as a function of
sample time) with respect to the proposed scheme. In fact,
the dashed plot presents more peaks than the continuous one
and in particular it assumes a triangular shape so ambiguity
is heavily sensible to delays 7. This is the drawback of the

(7)
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Figure 5: Access codes partitioning according to the
proposed scheme with N=11 a=4.

proposed approach but this does not represent severe limi-
tations because the problem of ambiguity is not so heavy in
UWB-IR systems, as in systems devoted only to detection
and ranging. In fact, although we show the performance
for ambiguity features, our main interest is focused on er-
ror rate. Furthermore, we recall that modulation format
is based on pulse position so when a synchronization error

!Note that the parameter 7 is not equal the delay spread.
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incurs not only access is compromised but also detection
within the correct slot. In detail, the correct timing proce-
dure is mandatory for an orthogonal pulse position modula-
tion because if synchronization is not assured we can decide
for a bad symbol in place of the correct one. So without
considering any access procedure, attention should be paid
to synchronization and this means that the proposed scheme
does not require additional feature or requirements for a cor-
rect timing acquisition technique.

In Fig.6 the auto-ambiguity function is shown and in this

case the behavior is the opposite with respect to cross-ambiguity.

In fact, in this case the proposed scheme presents ambigu-
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Figure 6: Access codes partitioning according to the
proposed scheme with N=11 a=4

ity values (dashed line) lower than those of the above men-
tioned approach presented also in [10] (continuous line) and
once more we recall here that the ambiguity problem can be
solved by accurate synchronization phase, required also in
the scheme in [10] when applied to signal detection for Or-
thogonal Pulse Position Modulation as for UltraWide Band
Impulse Radio systems.

From a communication point of view, after evaluating ambi-
guity and computational cost for system with pulses of the
order of nanoseconds, the benchmark is represented by the
error rate because error in reception means data retransmis-
sion or more complex channel coding techniques. So, the
effect of collision avoidance in the slot allocation becomes
more evident.

By looking at Fig.7, where performance in terms of error
probability are reported for a delay spreaded UWB-IR in-
door channel, we proceed with performance comparisons
between the proposed scheme and that in [10], by consid-
ering an increasing value of emitted power ranging from 0
to 100puW and channel delay spread values from 0 (ideal
channel) to 2.5 times the signalling period. By observing
the 3D-plot, it is possible to appreciate that the average er-
ror probability is higher when a coding approach as in [10]
is considered and this is essentially due to the presence of
multi user interference that, in the proposed scheme, is by
fact absent. So, in detail when we increase node transmit
power the error rate decrease for an assigned value of delay
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Figure 7: Access codes partitioning according to the
proposed scheme with N=11 a=4

spread (see [8-11]) the error probability decreases faster in
the proposed approach than in that in [10]. By considering a
fixed level of transmit power the error probability increases
by increasing the delay spread as obvious since the receiver
is simply based on matched filtering technique. It is funda-
mental to observe that we represent a real case when severe
multipath is present so when we increase delay spread, this
last induces severe performance degradations. By consider-
ing the section obtained for the 3D buy fixing values of delay
spread close to 0 it is possible to see the gain offered, with
respect to multi-user interference, by the proposed scheme.

4.1 Conclusions

The proposed scheme presents less computational cost
than pseudo-noise time hopping codes and, with respect to
approaches [10] based on congruences it is not able to out-
perform it form target detection point of view (e.g. cross-
ambiguity function) but it largely outperforms the solution
in [10] from an error rate point of view in the presence of
delay spread channel and also when ideal channel, with the
only presence of multi-user interference, is considered. In
addition the proposed technique is suitable for data protec-
tion from a privacy point of view with a tunable level of
privacy P. Future works will deal with codes based only
in part with pseudo-noise schemes by trying to merge them
with the ones here presented.
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